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Data Exchange Protection in the Semantic Data

Cloud-Medical Health Record as an Example

Abstract

Personal Identifiable Information (P1I) sharing and protection have become one
of the most important research issues for the Internet, especially for cloud computing
infrastructure because of its widespread services. The challenge of sharing structured
PII data in the cloud is to address the structure differences between data sources. In
addition, we face the problem for how to establish the P1l sharing and protection
principles to ensure that its disclosure criteria are satisfied with the data owners'
privacy policies.

In this study, we use cloud computing simulated environment as a multiple data
sources exchange platform because of its spacious and cost-effective reasons. For
example, we can outsource tremendous amount of electronic health record (EHR)
administration services in the cloud without too much cost. Besides, data exchange
provides a single point of data access instead of having accessed in a separate entry.
We apply hash function of de-identifiable partial P11 to enable record linkage services
between data sources for data exchange without losing data owners' privacy.

Three types of privacy protection policies are proposed to achieve the data
exchange and protection objectives in the multiple sources data cloud. They are
Access Control Policy (ACP), Data Handling Policy (DHP), and Data Releasing
Policy (DRP). These policies are represented as OWL-based ontologies and enforced
as Logic-Program (LP)-based rules. We demonstrate the privacy protection policy

concepts for medical record exchange between two hospitals.
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FRAREL A B R RRSAMAH KRR AR R S 2 AT B
Frf 4L ¥ ¢h i * Semantic Web Rule Language (SWRL) [20] (¥ 3 LRI %

B AMEHSRRF TR RIARR L 2 R TR RRATAL T o T AR -

42 AT
4.2.1 ACP » DHP 4r DRP % 3*

Wip 4l F &9k > A7 3 €3 3 Policy kit 7 TR B g 2840
iR A B FRFAE § R 2%5R RAIACP » DHP fv DRP % f» 4ol 4 %%
T i—fgﬂé‘éﬁr‘f:

* Access Control Policy (ACP): 1 & »[#7 * & £ F 5 4L L TR
BEEFHAAUL 2 FFF2T - FFRFF LS TRSES © Bie
Access Control Policy 2 & & * ﬁ AR Y AR B2 D A
P4 18 i ¢ fx#> Data Handling Policy -

«  Data Handling Policy (DHP): 2L & j= @ 2 e TR kR F AL < gl (T3 F
AL 1 T AL e 8L > 4% Hash Function % #U& 4 7L e o

«  Data Releasing Policy (DRP): 1343 # 38 % % frdfgcnd 9 = s f gl v »
Hlgprni TR R LS gk T B A IEFIEE o
AEL Y ACP AH - » v A B g 0 @ ACP 7 R 2|85 3 7 1

£ A Fled g B7 28 T 7 - %33 B Pl 57 ¢

Bi% T4 3] DHP: » DHP: B 2 d ACP, #7kxd e3> 2 d DHP, (A -I? F){- DHPy, (B

%5 IR)EE & m = e ; DRP: B €4 DHP. #7kx# > §.d DRP, (A %5 Fx)f- DRPy (B

& ch o

=1

Fr)E
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4.2.2 ACP k% 3+
AT RRET AFIRGACP AR WG T i L S AT
Prchfifl >« 28T E T - H A5 B Frah TR o 4o®l 5 - Morelnfo s R

o PR FEFT R R FREE ST

QueryType
hasQueryType empaower
Request Access Verify Policy
isEmpoweri/ hasCondition Wion
boolean value

Condition

// Time

/ / \\
Action Jj/ Purpose Sa .
Morelnfo ) Location
DataUser

B 5~ ACP k%3
&yt > Condition £ - %% » & - & Condition =7 Instance #8% i & % f cn
#Lig * -5 > Request {= AccessVerifyPolicy 7‘;%75 % p e Condition » SWRL 4.7
4
Request(?r) A hasCondition(?r, ?¢c) A Condition(?c) /4 Access\VerifyPolicy(?avp)
A hasCondition(?avp, ?ac) 2 Condition(?ac) 2 sameAs(?ac, ?c)
A empower(?avp,?qt)AQueryType(?qt)— isEmpowered(?r, 1)/ hasQueryType(?r,?qt)

---Rule 1
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> RulelRRI7 > 1 & p i * ¥R »Y Fhhng RALTE
AccessVerifyPolicy 4p I¢ > 1245 Request 4= AccessVerifyPolicy 7 Condition -
R RS E RGEE TRL U ER R LR R ]
fioo g R OFORR S & AccessVerifyPolicy ¥ #raLg o R ¢ 4
Request =7 isEmpowered & 2 #1 B 55 3| <-» Boolean value 3% % % 1 ¥ ¥ 4§
TR e h 34 1058 2qt o 1395 isEmpowered g |47 B B3 31 ¢ Boolean value
e -2 A_F i~ B & o0 Data Handling Policy < 4% isEmpowered /12 %7 B

% § h Boolean value shiE 5 0> R ¢ # ¢ i& » B & DHP -

4 %3 » 3] DHP » A%2

-
.
ety
hi
(o=
3
7
i
)
»
TT;;\
|
T,
4
5
7
o]
ed
[z
ay
(=1

TEFABEANETAL R FLFALIHT > LEREFHRTH D
BiEARPHELTD B H AT F?ﬂg’f[f;? ,ugg;fpsi; EREFIREE L
5 F R A 4ok Morelnfo #f = 5 Yes > B § %53 SBQaASBQy n& 331 i 5 %
Morelnfo ## =5 No> Pl ¢ %3 SBQhAwAfk-g R * F AL AR 57 #7
AR AT R BB FF TR (T Al § P R b BEenfER T 0 - 4R
FUEAY AR ERELT RL P F R TR IO TR AL 4o % Morelnfo
Hims Yes» B € %+ PBQaAPBQy 439 3] & + % Morelnfo # =% No - A ¢
%7 PBQ A A & -

- 0 EF ﬂlj.’;

DataUser | Action | Purpose Location Time | Morelnfo |  QueryType

Doctor | Read | Diagonosis Hospital WorkTime | Yes SBQ,A SBQ,

Doctor | Read | Diagonosis Hospital WorkTime | No SBQ
Researcher | Read | Analysis | Research Center | WorkTime |  Yes PBQ,APBQ,

Researcher | Read | Analysis | Research Center | WorkTime | No PBQ
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4.2.3 DHP % 3+

AITRFTACHEE CAFRAHFIBFRATH & 7 AFRA L
JeenFal > AP A N DHP B L TR GE R o AR
PROMPT[14] ¥ 5 DHP ek #8355 £ = ;% » PROMPT f A %8 % % & (Schema) 5
TmIREEE U LB AERY TP HE R H(Craph) ¥R 7 5UHS AR5
@ﬁ’agﬁ#{%ﬁﬁiﬁ%gﬁﬁ—%kyﬁiﬁﬁ’aiﬁﬁﬁ%MWﬂ
% o At B AMEGPE o PROMPT ¢ kB 5F B vb ¥ 973K e fic)t 2 4%

LR TR B RS BTN AR R C

DHP. .4 DHP,(A %F;‘D)ﬂfr DHPy, (B %51‘;-;)3%3{: Mmoo deBl 6B 7 B8
BT AF R B Flafes B F IS {6 Bl - DHP, (A ¥ )= DHP, (B
Fre)i & 1% &0 Datafef 7 o enfff 607 o 5d Access Control Policy %
P R {4 0 4o Request enisEmpower BB 5 1 & = = 0 Rl Data

Handling Policy » » 2_ P % & {7 o
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A% 15 DHP

isEmpowered

Boolean value

Request

hasQueryType

ﬁData

Data

/asAMedicallnfo

A Medicallnfo

QueryType

i_l

Name

Birthday

hasPartOf

ZIP

Disease

HashFunction

hasHashvalue

» HashValue

) 6\A%5I‘%ﬁ1DHP

isEmpowered

Boolean value

B %F% DHP

hasBMw

Request

ﬁData

Data

B Medicallnfo

N—

. —>

QueryType

hasQueryType

Cholesterol DH Name Birthday | ........ ZIP Disease
N/
HashFunction — =™ - Hashvalue

) 7~B%5I‘?ué’ﬁDHP
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QueryType
Req uest hasQueryType
hasData
Data
hasBMedicallnfo hasAMedicalInfo
/ \ hasHashvalue
B Medlcallnfo A Medicallnfo

" DH || Chol | Name | | Birthday .. ZIP Disease
N/
. hasHashvalue
HashFunction » HashValue

B 8 A ¥ DHP < & 14

DHP #£ & 1 & ¢ _'rﬁx,értﬁ #-a FerSchema & > 57 FAL >~ Fli A

&

FTAT TR 7 el 0 ST R G g R e § O A T e
Fﬁ#"j\/ﬁﬂmﬁﬁﬁi’ LnliEd Aple aded S BcrR S AT A 4 endek B R % j’%pﬁ

MET - ROFLEERBMREIEAL PREELREFTF OB A TR OH

423.1DHP ¢ FH 2 i T

RWip R &3 AF 7T DHP A & a0 Z @ % TR L= A7 ¥
J‘m—lf% Az B fes o T4 2 7 B IRAPELEFTE LTI EH o
PARITVEBTREAEAEATAREGTIst,Xt) #¢ ST~ Ystfr Ytz M %

Fdrdofe s 2rE o
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SO THREM AL

fa i =d
S Source Schema AETER S BFRBETHL
T Target Schema AETER G AFRBETHEE

Yst SHe T 2 B 4§t chhd 1

=

Xt TP IRz M w7 A %rE_F 5 Weakly acyclic

F_*

AT AW A fALeiE S ¢ Source Schema e F {e T @

Target Schema 2 b % > 34 - 47+ S 5 B %F%:}F\a/ﬁﬁ?ﬁ:i& TR A gﬁ
Fom bl AL S Bk F?%F%ﬁﬂfc;& pE & & 7 Name~Gender- ID -~ Disease...
Bz i L9 B ¥ =3 DH (Day in Hospital) ~ Blood Pressure... £ = > @ A
Frepli s A¥rag Cost{e Doctor ff i - @ B FreRl& - B Frasr A Frafch

Wiz Z 8 > 4ol 9 977 o

B i‘f‘iﬁl‘% A Fiz
1.1D 1.1D
2.Name 2.Name
3.Birthday 3.Birthday
4.Gender 4.Gender
5.ZIP 5.ZIP
6.Disease 6.Disease
7.Medicine 7.Medicine
8.DH 11.Cost
9.Blood Pressure 12.Doctor
10.Cholesterol

B 9 AFrs B Frichiy s ni

AR OT A LR B L d Target Schema A ¥ L fEFHET A
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#4p 4 > $47 Mapping Rule (¥st) 54 J& > 45 3] Source Schema # £ # 34 it i 4p
T ORE 0 i 7 TR w @ 3] Target Schema 9 it ;. L 33w @ Tl e
Target Schema % = X ¥ /& > » Target Schema p 8% s Ak A 223 5 % o & #
FE R R ot g% Mapping Rule (X )2 4% 7 e sg W AP T e
R 2 4] > i E € A2 4 Weakly Acyclic [3] -

AETRETRF LS e RN AL 0 5 - %5 Source
Schema {- Target Schema p & 3 7% 4p 3 ¥ 2 # > 2% 3 7 Name~Gender -
Birthday... % ; % = #f 5= Target Schema A ;ﬁ}%p\ BT EI AP ARY
7 erff i 0 AFF 3 3 Disease ~ Cost » Gender {- Medicine = f# = ; #]™ & coff
AR Y H2 M- fFA G % = % #4777 DH(Day in Hospital)~Blood Pressure
Cost..2ff i %2 DA 2 A RZFFTHRLRDI P RE L OFTH

BAc B hFHRT F o

A e A

% - ¥ Name - Gender ~ Birthday... % -

% = H Disease ~ Cost ~ Gender f= Medicine -

EER- DH(Day in Hospital) ~ Blood Pressure ~ Cost... % -

1R JR[8] 0 ot~ P 0 TR ERRE TR R R R
P BT A § & F R 0 blAo Y phdt )0 Gender ~ Birthday e ZIP > iz ff i
bk BB Y RS IRA R I E R G B CRE N kT
T IPRREE R A 4 GRS B IR R R AP R L G
Quasi-ldentifiers[21] » #7 A7 3 #1LiE Z R =5 AR > B W A R EF EF
hiF A RS AR FRZ B EF FE o

ARG HALE B - AR A B FROT SR FIS - R =AB
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%ﬁA%%?ﬁ"wu%—ﬁﬁw%¢ap% S SRR 5/ % S i
el 3 & §_f fa Target Schema p #8 4 #f 18 et i » & #7 7 #- Target Schema 4~
A AN - SF Y 4 f (Researcher)® i g FIEnT A 4> ¥ - 5 FrRaF o 4
R (Medical Employees)™ ¢ Flenfdtasg » 20 i = F KA #7 ¢
WA FA S EIfeFRERA AT FRAT SR fp A 2 LT i
Target Schema *» &) &~ = & #f > @ 3P~ P e o df g ¥ > BRAE T A
B dicdp o 47 5 B enftje Pl G B ¢ a2 R 2B 4 enf 0 () 4e:Gender
Medicine {= Disease o & »> & #7 3 iifz % id 38 ACP p5 > T i 2|87 * H i o >
#7102 % Target Schema @ e =4 g 7 A5 7 R E PN tent ¥ 38 (% fEik * K
BT LR LD S T 3 g d YstH BB FRE AT @
.ﬂA%ﬂ%éﬁﬁﬁﬁo%35&ﬂ%&1£5&n§ﬁ1 P M IRend W FR A A
3 A 3 B~18 Source Schema ¥# Target Schema 2o ¥ % e 4 7L » & 7 oL

I CTETREREIEV S PSS

4.2.3.2 £ FTALL|$-3054 S el
BV R[22 3] 7 R R R RPE > EAF TR § DR AT 0t 2 I 2

# 2

FEO T LA KRR R TR RRTR R R TR s 2 2

fu

T L FOR A A re AR s 3R R gd &R R RaET A T U (e B
BlREF A RFRF LA - R4 RFREHETRE A S g
RIGEY - 3Frab L 245 RFRe TR NFTRF 4 i b ApT
o LAITRB A TG e KB B (A EARTR R & 5
y

BMEEME TN - WA EREDRA T T BRmTE £

TR DI ek S Bt X E T PR A TR A K27 Bk

1995 2.6 & ot AATF L MD5 5 1 & A A 82K SHA 3 & 3 > MD5
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CFAFEL R RERER G AFRRE L T A Bnp it o9 F R A
Fréieg 3N o @ MDS» £p # TR AR b gE - o AT AR
—“Ff L F TR E - AR H R T A HT B (1D ~ Name ~ Birthday ~ Gender
fe ZIP) fe P 3% 3| 3275 &0 Bo(MDD5)E {7 4r R 8 1% > 4o B 10 > R 7 o 3t 5

M kEseih A K RIS T R LT - Ko ET R LT B

i Diease Medicinf
ULAA3T5100Anthony 705,17, M {116 | HINL | A

=

Medicind Diewse | 7P GenderBlrthday NAME ) 1D | NAME Birthday Gendeq 71
A | CHEIND |G| Anthoﬁ&UMllSlOO

v
B | EINL 600 | M {80014 Brandon TI3808570 V| o] o 500 24| B |
A | HIN w 300 | M (94019] Gavin [BITT08196 —» HashFunton - V8 1| VI i Hesh Funco Hi\[(l838473308amerom64.12.25 M | 802 Hypertensiof €
A fiypertension 400 | M |46.0530] Hugo |FLOA2S3037 VW B122555131{Charles 43.10.11) M | 104 Hypertensiof B
B Hypernsion 909 1M [75.08.0 lonathn 15548805 B W wisnl | o4

7048974 03enami18.08.03.

B 10~ B A F AL S0 s S fichun

Bojh - BEERBORY FHPFAANAFREB FROFHTH
o fAFRG RIS RFROBFATHLTI SR B FRRET T
ML PR bldc - B A RFRFEFS ¢ AR EARE L PF
AL o ZRm fid —‘ﬁ MR AP o € FlE EAF B R AR E R A
LN Tagtt o Gldeile Bop R 4 0 SR A SPAPRERG - Lk
AT RE TR EAT TR R Al iR A TR &R

Sgd TR NGB %Fé‘oﬁui'l A -I?J‘% VI REE T A AT

W

e BN FRERR PR L0 e A pELRE A FRATRELS
BEH G H i () T AT e T Rk S e A R TR

FOOATAHEPE AN w1l 5 RT S L RT
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Bl 4 A LS e r 0 A SRS T SR B A H T

#(LL;ME‘.— K,%’gq( J Pﬁ'g'—o

User User

. <

iaﬁaﬁg% iaﬁﬁﬁg&

HIN1 M HIN1 M
- 4v » Hash
v v Function
g ke g |
3 A = . = 2
AFRS0C | gz 10 TR il
B ¥ 1% 50 4 B ¥ 1% 50 4
100 4 = " <80 4
> .. g EAF 'y
£ g N
B o
Bl 11~ 3 I %00 T4 $ 4 6
4.2.3.3DHP ¢ T % $&keE
A AP OTHRLGFRELTVD FRESZRTHREY » bieB2RT

FLE P & BT R e e A B edT 0 R 4 TALEREGTE S A AT R
§F et B AR S doe A Be B[S R AL A E34% S B R TR KR
ZEFHRRA PR e nid R EEEF O LR A g TR A
,{ﬂ;t‘“ ¢ NI eI

Wi 421 F & 974t > TR AT F LA DHP B ahprigieis > 1% 2.2

—‘F‘Ti’ié’% ﬂ' d ACP eng 2 end2 BB 20 (S +A}§5P?n"“_é;€ia‘;§1¢ ’ﬂw
* Zstj\1E’.f‘r = F""f}‘,‘;v F’“mf}g&‘ a;i;ﬁi,,] ¥R 0 KB —Izgf;gxé’_f’r PES m?“#-‘%
Frwid L@Er B oT Ryt Yti & 85 F ¢ 5 Weakly acyclic

A 2 o VSt AP 4o
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Yst ={B(1,2,3..9,10) - 38.9.10.4(1,2,3...9,10,11,12)} > 3L B 12 - } P ¥

L8 a - B E T 7 R R AL o AR E L R AT

Request (?r) 4 hasQueryType(?r, PBQa/1PBQg) 2 QueryType ( PBQa/PBQg) A
hasData (?r,?rd) 2 Data (?rd) 4 hasHashValue (?rd,?hv) A HashValue(?hv) 2
hasBMedicallnfo (?rd,?brd) A BMedicallnfo (?brd) A hasPartOf (?brd,?bd) /2
sqwrl:makeSet(?b,?bd) 4 hasAMedicallnfo (?rd,?ard) A AMedicallnfo (?ard)
hasPartOf (?ard,?ad) 2 sqwrl:makeSet(?a,?ad) 4 sqwrl:union(?c,?b,?a)—

sqwrl:select(?c)----Rule 2

> Rule2 #pl¢ » 2 2 I BRFTHEIFENLALES > LT FAEd Hash
Function 3+ & 4“7 ] én Hash Value » & % — £ T4 41 § jesrLd A Frasd
B%F%b’r}i chis T BRI T AMEAL L EH T L E AT

FLiRenFL o A a & - A FAmE 24 - Hash Value » 1 & £% % &2 3%

l*‘“.t

- £FH o

T8

L F A o AR

A AR YstehpEiE 0 € - H LB A TR B > B A

Feh EeniB A TSN - Lo HWEG F LB A FTAEERSE S WFALE S
EARATRAL o
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B Info A Info

T [ R — » 11D
I I — > 2.Name )
- T Y — > 3. Birthday |
A T T — >(7. Medicine

( 12.Doctor )
4 N -
( 10.Cholesterol )

--------- » source-to-target

] 12 ~ Source to Target ¥+ /& 8]

PR d Yst# ki o w BT A FROT R R RN T 0 B Nt & 24T
2 % ¢ 7 Weakly acyclic s 2 2 - Weakly Acyclic si* i4 3 & # sk 2|47 &
Target Schema p %A tPF £ F ¢ 7 @ BlhA 4 » F 3 Weakly Acyclic B # 7 2

ZARWEFH L PG A fid S E B R ERE B o 2

:l

Bl 2

“mﬂ-ﬂ
I

e
&

21 * Weakly Acyclic » # # Special Edge (- X pid-2 e § 777 A
BT F R 4R A FARR B RS F S @R F 4T Labeled
Null (% & 7 fe & $ G P £0ff =) R 5 F 2 B ehad SR 4L 5 Special Edge © 1 /&4
Rl 4o
Y, ={Res(4,6,7,11) - 31.2.3.6.8.9.10.12. Med (1,2, ......,12)} » 3% 2. § 13 -

g > Special Edge {6 > 4 ¥ 12 2478 % 3 4 Special Edge #7 & # i ]
% 7 Special Edge #7 & 4 i BIR| ¥ i FRL X AT EE B > FILE b
BN - B % nd§ 5 # Special Edge i § A 4 i B 0 RIFLS R % 5 Weakly

Acyclic 77 € 7 5% & PPz o
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Researcher Doctor

(4.Gender — 4.Gender

(6.Disease ~— 6.Disease

(7.Medicine — »(7.Medicine)

( 11.Cost —— >

| 11.Cost )
,,,,,,,,,,, > Special edge

Bl 13~ aYte 2|8 % 5 Weakly acyclic

NG K- 5 Weakly Acyclic & 2 > #7103 € 3d = w2 sk iR 2 o

fE - BT - EATEOE R R NI

424 DRP % 3+

AFT g ¢ DRP i * i & 5 ACP &2 DHP #7 434 enib & ot i cnh 34
FRERTR  WLTRE S e R R -

i & GpEdh g = 5ty A A Microdata f= Macrodata[9] % @ * F k-t
AR 4T o gt R G SHTORAL S Microdata s @ g i g R-R RS A3
At hAL R PR BB & P AL 5 Macrodata© iy Microdata f- Macrodata
Flechgld s B FREESS NS 4R oo P AFT Y P F 33 Microdata e
[ gﬁ—i@‘:’ R EEFIE R TR T - BT ST 2
B35 F hikik o Microdata s %3 = 387 4 5 % f& : Masking {- Synthetic[23] -
Masking € #-F L il so s R R g i % ok - L4 470 @ Synthetic € - 4L

v

e B MO T 0 A B3t 445 o Masking * ¥ 4 5 Non-Prturbative
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R N RN
'J‘\/\:'_mv}\l

{r Perturbative > Non-Perturbative i 7 ¢ i sc Tl 7 & € Fid EHR A

AerFe

k 3£ 'E2 4 > 4 Local Suppression & Top-Coding ; @ Perturbative R ¢ 12 354t
. 2

eren™ 3V kiR 0 4o Lossy Compression o A F7 7 sttt iRk

Non-Perturbative -
1% 2 j[17]¢ DRP ek 34 A F 12t B F 1 DRP 4 5] 4 7 4ol 14 -

S WAL B "?ﬁ?l‘%vﬁ KEH > 2d 5 A %ﬁr%ir\ k74 o £ & Quasi-identifiers

%o AT gd THRLEE T § AL T bk o B¢ v DataType R

w
7 © &5 4 Continuous {- Categorical » -+ — & # 354 hasDataType B % | p ¢

> Continuous & 4p ¥ 1 HcF 38 B RJLHF AL 0 dode B %“f ESERE|

4v Cholesterol 4= Cost % » @ Categorical B ¥_#& /% i& 7 # 5 F & > &4 Name {v

Disease % o

QueryType

hasQueryTyE/e////V

— \canAppIy
~— sDC

aType
\
DataType

7

Gender

Identifiers

Birthday

Disease .
¢, hasPartOf
N sSubClassOf

4
Data |
hasPartOf | Quasi-identifiers .
DataAttribute
Cholesterol
Confidential
Cost
BFk
Doctor
..... > A FF”;U isHandled

B 14-A-~Bjrs ﬁ?%&r;ggfgj
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B & LR ¥ —"Ff %34k (SBQ-PBQ-~SBQaA SBQy & PBQ.APBQp) °
fhe 5 SBQ # ~SBQaA SBQy I & 42 #-F 40 1t * %@ PBQ & PBQaAPBQy
|2 ETEE RT RS 0 AT R 44 SBQaA SBQp fr PBQaAPBQp i {7 3t R

Rl 4eT
Request(?r) A hasData(?r, ?d) A Data(?d) 4 hasPartOf(?d, ?pod)

A hasQueryType(?r, SBQa/ SBQy) — canUse(?r, ?pod) ----Rule 3

Request(?r) A hadData(?r, ?d) A Data(?d) 2 hasPartOf(?d, ?pod)

A hasQueryType(?r, PBQa/1PBQp)/ sqwrl : makeSet(?rs, ?pod)

Asgwrl : groupBy(?rs, ?r)A Quasi- identifiers(?qui) shasPartOf(?qui, ?gpod)
A sqwrl:makeSet(?gs, ?qpod) 4 sqwrl : groupBy(?gs, ?qui)

Asgwrl : contains(?rs, ?gs)A Confidential(?c) A hasPartOf(?c, ?dc)

—sqwrl : selectDistinct(?qui, ?gpod) ----Rule 4

Request(?r) A hadData(?r, ?d) 2 Data(?d) 2 hasPartOf(?d, ?pod)

A hasQueryType(?r, PBQ./1PBQp)/ sqwrl : makeSet(?rs, ?pod)
Asqwrl : groupBy(?rs, ?r)A Identifiers(?id) AhasPartOf(?id, ?qpod)
A sgwrl:makeSet(?qgs, ?qpod) 2 sqwrl : groupBy(?gs, ?qui)

Asqwrl : contains(?rs, ?qgs)/ Confidential(?c) 4 hasPartOf(?c, ?dc)

—sgwrl : selectDistinct(?id, ?gpod) ----Rule 5

e

Sd PR HETE T ERE Ty EF BB RREEFRIEFHRE
R AT
Request(?r) A hasData(?r, ?d) 24 Data(?d) 2 hasPartOf(?d, ?pod)

A hasQueryType(?r, PBQaAPBQy) — canUse(?r, ?pod)--- Rule 6
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FARG EPFEF o R E R * SDC k@ FAL - R 4o
Request(?r) A hasData(?r, ?d) 4 Data(?d) 4 hasPartOf(?d, ?b) 4 selected(?r, ?b)
A hasDataType(?b, ?tp) 2 DataType(?tp) A SDC(?sdc) 4 canApply(?sdc, ?tp)
—s sqwrl:select(?b, ?sdc) ---Rule 7

B {0 38 % isHandled el k H[87R * K Al A FAIZRE > ok
R R PIHRF A R e T
Request(?r) A hasData(?r, ?d) 2 Data(?d) 2 hasPartOf(?d, ?b) 4 selected(?r, ?b)
AisHandled(?b, 1) 4 hasPartOf(?d, ?a) 4 notSelected(?r, ?a)

— canUse(?r, ?a) 2 canUse(?r, ?b) ---Rule 8

> Rule 3 %] %7 SBQ,A SBQp chf % » ¥ M B - o
> Rule4 2% % PBQAPBQy, £ 7 i& & "4 » B P 5 £ F I P i3 & Quasi-
Identifiers = Confidential » #  § # i & 7 78 Quasi- Identifiers *% # £

4

o

> Rule5 %7 & PBQ.APBQp . F i& & "4 - HR| 5 L7 I P i & ldentifiers
4 Confidential » 7 € % *-i& & 7 7% Identifiers "+ i 2 -

> Rule6 5 PBQ.APBQp # &= & f Hin > ¥ 112 B ffic o

> Rule7 % Rule4 % Rule5 52 ¢ - iERRl&T HErFEf > a FRie
- #HE#H SDC chifh = s\ ki F ' TR o

> Rule8 3 F g hFkgd SDC M AIZ 2 & (5 » P 7 BT o

2% fR[24]607 [ B BLR] 2| RT3 A 0 TS A8 B F IR A 4] 2 Data
Attribute 7 & 4p e > #TIURR] NZ| BTV B 2 g F OO VR FRRAIEFT D o B
P 3l B B T ALE T AL nfl (A& N DRP HTL T 0 8

RFI A3 B FR KR TR AR B AR T R §
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FRFTHRDT A2 2 237 TR UK BA P m’)]*xuﬁ £ P~ ~ Target 7 #

BN 2 RFOR o SE IS PR & 5 ¢ DRP -

4.2.5 ﬁvq R W
B ET A4 4 gd A8y ACP~DHP o DRP 2|8 Tl 2 (8 0 F

BIFEFHG RPER A RIS L

itk ¢ F =
L 2 @pEf gy 000 AR P is 1T AN SERED

*AFIE B FrREF A5 0T £i Y 45 83 Gender fr Disease 7y
90l g A i 1 & Gender {- Disease

SLFEE FR R T
7

Bih St B 3-8 % 2 18 - 22 Gender v Disease

v &, 7

i 4 TR B
TR G Rlesrs - 4

Ji}g 1 DHP <E‘. T P
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Data_1 P198618746_1 HVcc2e11cadefe@d4b055799a8074c501e —
Data 1 P_116 HVrr2e11 7994807405018 bl
| Save as CSV... | ‘ Rerun | | Close ‘

B 23 ~ Protégé SWRL Tab 4&# Data Handling Policy 4P| & &

F R MG BRI B -
ol

B ts > 754 DRP 2475 3 ¢

=%

[-<[5R> Frotege 544 |

Eile Edt Project OWL  Ressoning  Code  Tools  Window  Colaboration  Help
OBE £BE0 ey @9 A ﬁpro:égé

( @ Metadata(Ontology1 3589331 03.0wl) [’. QWL Classes r- Praperties |’0 Indiviclusls r = Forms r’ = SWRL Rules

SWRL Rules e & R
|| Enable | Nama| Expression
| [} Rule-1 =% Request(?r) A hasData(?r, 7d) A hasPartOf(7d, Ppodd) A hasQueryType(?r, Sublect-hazed_Query_with_more) — canUse(?r, Tpod)
| Rule-2 =% Request(?r) A hasData(?r, 7o) A hasPartOf(?d, 7poc) A hasGueryType(?r, Pattern-hased _Guery_with_mare) ® sqwrkmakeSet(?rs, 7pod) A sowrboroupBy(?rs, 7r) ~ Guasi-idertifiers(Touil A h.,
| O Rule-3 =% Request(?r) A hasData(?r, 7o) A hasPartOf(?d, 7poc) A hasGueryType(?r, Pattern-based _Guery_with_mare) ® sqwrkmakeSet(?rs, 7pod) A sowrboroupBy(?rs, 7r) A lentifiersC?i) A hasPartOf.,
| O Rule-d =% Request(?r) A hasDatal?r, 7o) A hasPartOf(?d, 7poc) A hasueryType(?r, Pattern-hased _Guery_with_mare) — canUse?r, ?pod)
| O Rule-5 =% Request(?r) A hasData(?r, 7d) A hasPartOf(?d, 7h) A selected(?r, 7)) A hasDataType(Th, 7dt) A SDC(TsC) A candpplviTsde, Tut) — sqwrlselect(?h, ?sdc)
: O Rule-6 =% Request(?r) A selectedi?r, 7a)  sqwrlmakeSet(Tas, 7a) A notSelect(?r, ) A sowrkmakeSet(?hi, ) ° sowrkuniont?c, 7aa, Thin) A sowrlelement(?e, Pc) — canlse(?r, Te)
|

| SCWRLGUEry Tk |’ = Rule-2
l Foui Topod
GQuasi-identifiers_2 B64.12.25
Gussi-identifiers 2 10l
Quasi-identifiers_2 7P _802
| Save as CEY.. | | Rerun | | Close |

B 24 ~ Protégé SWRL Tab 4% % Data Release Policy 25| % &

50



AT UFR PSS E T TAVER BB R T E R T L eh
B BLEFEA R FRRRAFE > T R T e~ A g B A TR
Re-ldentification % 4 -+ & * 322 S F P B A B LT B 2L
AT FRHFARRP L L H R TR IR A TR RN 2R TR
B AATE G T R P EEE S PP o Do BT AR AR AR
FRPELEY >N KRR BB A RS e » BATR L iy i

e o

MAARGFET P TR AT 220 L AT RZIRER S R

>
ﬁ?

FHRARAEY 1A R EEOERT RS AT IGEY L RASRE L

Fd FAREE L 7 AR FEHEF TSRS TE- B Y E o

51



[1]

[2]

[3]

[4]

[5]

[6]

[7]

8]

[9]

\\\Xr
e
R
=

Eberhart, A. et al., "Semantic Technologies and Cloud Computing.” In
Foundations for the Web of Information and Services, Fensel, D., Ed.; Springer,
2011, pp. 239-251.

AT D FORR Y 0 AT T did DA R AR MRS 4 2 %+ 57,2012

http://www.imc.ntpc.gov.tw/web/News?command=showDetail &postld=262250

Bill Claybrook. "Differences Explained: Private vs. Public vs. Hybrid Cloud
Computing.” Sponsored by: HP & INTEL, 2011.

R. Fagin, et al.," Data Exchange: Semantics and Query Answering", Lecture
Notes in Computer Science, vol.2572, pp.207-224, 2003.

A. Hernich, et al.,” Logic and Data Exchange: Which Solutions Are “Good”
Solutions?”, Lecture Notes in Computer Science, vol.6006,pp.61-85, 2010.

A. Y. Levy, et al., "Querying Heterogeneous Information Sources Using Source
Descriptions," Presented at the Proceedings of the 22th International
Conference on Very Large Data Bases, 1996.

R. Herold, "European Union (EU) Data Protection Directive of 1995 Frequently
Asked Questions " Computer Security Institute,2002.

R. Popp, et al.,” Countering Terrorism Through Information and Privacy
Protection Technologies”, IEEE Security and Privac, vol.4,pp.18-27, 2006.

V. Ciriani, S. Capitani di Vimercati, et al., "Microdata Protection," in Secure

Data Management in Decentralized Systems. vol. 33, 2007, pp. 291-321.

[10] L. Sweeney, et al.," k-Anonymity: A Model for Protecting Privacy",

International Journal of Uncertainty, Fuzziness and Knowledge-Based

Systems,vol.10,pp.557-570,2002.

52


http://www.imc.ntpc.gov.tw/web/News?command=showDetail&postId=262250
http://dl.acm.org/author_page.cfm?id=81314491574&coll=DL&dl=ACM&trk=0&cfid=131293128&cftoken=68257122

[11] D. Calvanese and G. D. Giacomo, "Data Integration: A Logic-Based
Perspective,” Al Magazine, vol. 26, pp. 59-70, 2005.

[12] Y. Kalfoglou and M. Schorlemmer, "Ontology Mapping: The State of The Art",
The Knowledge Engineering Review, vol. 18, pp. 1-31, 2003.

[13] J. Euzenat and P. Valtchev, "Similarity-Based Ontology Alignment in
OWL-Lite", ECAI, 2004.

[14] N. F. Noy and M. A. Musen, "The PROMPT Suite: Interactive Tools for
Ontology Merging and Mapping,"” International Journal of Human-Computer
Studies, vol. 59, pp. 983-1024, 2003.

[15] R.L.Rivest.,” The MD5 message digest algorithm ", RFC 1321, 1992.

[16] L. Sweeney, "Achieving k-anonymity privacy protection using generalization
and suppression.” International Journal on Uncertainty, Fuzziness and
Knowledge-based Systems, 2002.

[17] 3BT, "2 4L HF RS FREE" AL, TAPFE RS
7 ,2013.

[18] C.A. Ardagna, et al., "A Privacy-Aware Access Control System*," J. Comput.
Secur., vol. 16, pp. 369-397, 2008.

[19] C. A. Ardagna, J. Camenisch, et al., "Exploiting cryptography for
privacy-enhanced access control: A result of the PRIME Project,” J. Comput.
Secur., vol. 18, pp. 123-160, 2010.

[20] lan Horrocks, Peter F. Patel-Schneider, Harold Boley, Said Tabet , Benjamin
Grosof , Mike Mike Mike Dean(2004). "SWRL: A Semantic Web Rule
Language Combining OWL and RuleML”,

http://www.w3.org/Submission/SWRL/

[21] OECD #_s Quasi-identifiers

http://stats.oecd.org/glossary/detail.asp?1D=6961
53



http://www.w3.org/Submission/SWRL/
http://stats.oecd.org/glossary/detail.asp?ID=6961

[22] 2B, "N EFH AT AR 3 HEF BE-UT I HEFHE 0
ML, FAAEE R s+ § 2010
[23] J. Mateo-Sanz, A. Martinez-Ballesté, et al., "Fast Generation of Accurate

Synthetic Microdata,” in Privacy in Statistical Databases. vol. 3050, 2004, pp.
298-306.

[24] Knublauch, H., M. A. Musen, and A. L. Rector(2004). “Editing description

logics ontologies with the Protégé OWL plugin”, International Workshop on

Description Logics., Vol.104.

54



