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Protection of Outsourcing Semantic Data in the Cloud

Abstract

Enterprise collects a great amount of personal identifiable information (PI1I) for
business service. Recently, these P1l data are outsourced for Database-as-a-Service
(DaaS) in the cloud to reduce the enterprise's data administration cost. However, this
might provide an opportunity for cloud service providers (CSPs) to infringe data
owners' privacy. In addition, a data controller of enterprise should provide an interface
for data users with different level of data usage based on its access context. For
example, a doctor can use a patient's complete Pl when (s)he performs the
medication practice. On the other hand, a researcher for medical analysis can only use
de-identifiable PI1I. Therefore, the research challenge is to ensure how privacy
protection criteria are satisfied for various data disclosure when using associated data
usage context.

In this study, we address the research problem for outsourcing data protection
from a single data source in the cloud. We apply encryption and fragmentation
techniques for these outsourcing data to avoid privacy violation risk from CSPs.
Furthermore, we use OWL-based ontologies to represent there types of data
protection policies, i.e., Access Control Policy (ACP), Data Handling Policy (DHP),
and Data Releasing Policy (DRP). In addition, we use Logic-Program (LP) rules to
enforce these policies. Finally, through integration and collaboration of these policies,
we ensure the satisfaction of privacy protection criteria and achieve different level of

outsourcing data disclosure in the cloud.
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422 FTHE N RE

AT BEK a 'Fgrmm}?ﬁ B FAEZ 5 ID~Name-Gender~DOB-ZIP~Disease -
Doctor f= Cholesterol % 8 B 4§ i » FH PN F 40T £ 9777

2 aF BB A TR S TR

D Name Gender [DOB ZIP |Disease |Doctor Cholesterol
A139181122 |Tsai Ya Ting Male [790109 |112 |CAHD Huang Fu Yuan |203
A239726212 |Yang Jing Yi Female [781222 1105 |CAHD Ma Huei Ming 231
A163190073 |Tsai Ya Ping Male 790110 [111 [Allergy [Wang Ho 148
A118814368 [Chang Yu Yun Male (780422 [111 [CAHD Ma Huei Ming (210
A239726214 |Li Guo Yuan Female |750422 |103 |Allergy |Wang Ho 180
A118814369 |Tsai Jian Hung [Male [770102 |111 |CAHD Huang Fu Yuan |231
A239726213 |Pai Yu Yun Female |780423 |110 |CAHD Huang Fu Yuan [199
A118814370 |Yang Yu Yun Male 770712 (110 [CAHD Ma Huei Ming [232
A298663018 |Yang Jian Hung |[Female [781022 |106 |Allergy |Wang Ho 178
A192142787 |Yang Guo Yuan |Male 801012 |100 |Allergy |Wang Ho 236
jv" a7 4‘:?% ‘/}%JE\}‘,“%@%‘:' ‘fr’/’a\ r"rJ" ‘\}%@Iw ‘} , A ,F‘Jbrr 'm’?f&a l“'ﬂ»\

B H - g F R B E R RS R B0 A e e 2 ¥ enik
e FEARF LB TRBFLDFRSFHFFLON G o AT ST 2k
[10]7 &~ %5 5% 4 aFHmrnﬁﬁ& AR ¢ ID Bt E - 4 g F ' ~Gender -
ZIP v DoB % % @ # =i& » "£4 > @ Name - Disease - Doctor {= Cholesterol # %
B b S g AT N E A Bfol B N edT R o T ROF] A3 e
R MR ASBAILT R B E TR S AL A (S F AL E - i
FOEF el i RS o Bt o AT HRF AR LA P 50 e gl
B E - FrEF Bl e SRRl B mEF B R TR
TE e FdhoT ra
1. ¥ ID* BT b BFEZ 4T 2R E2OPET VA RIFE
PR A BRI E o
2. BFAEALABIEFHE RN BECEFEFORFEEIT LXK -
BFEAHEY T BB rEF RO 2T RS B FHER

A Mo B (S R B TR B 4o 4§ = IndexKey 12 2 IndexKeyTable >
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¥ B4z fe IndexKeyTable 4= #777 :

FLEET LR R TR

1D Name Gender [DOB Z1P |Disease |Doctor Cholesterol

A139181122 [Tsai Ya Ting Male 790109 (112 |CAHD Huang Fu Yuan [203

A239726212 |Yang Jing Vi Female |781222 |105 [CAHD Ma Huei Ming 231

A163190073 |Tsai Ya Ping Male 790110 [111 JAllergy [Wang Ho 148

A118814368 [Chang Yu Yun Male 780422 (111 |CAHD Ma Huei Ming 210

A239726214 |Li Guo Yuan Female [750422 103 [Allergy |[Wang Ho 180

A118814369 |Tsai Jian Hung |[Male 770102 111 |CAHD Huang Fu Yuan |231

A239726213 [Pai Yu Yun Female |780423 [110 |CAHD Huang Fu Yuan [199

A118814370 [Yang Yu Yun Male 770712 |110 [CAHD Ma Huei Ming 232

A298663018 [Yang Jian Hung |[Female |781022 [106 [Allergy |Wang Ho 178

A192142787 [Yang Guo Yuan Male 801012 |100 [Allergy [Wang Ho 236

Encryption
A\ 4

1D Name Gender [DOB Z1P |Disease |Doctor Cholesterol

* % % % % |Tsai Ya Ting Male 790109 |112 [CAHD Huang Fu Yuan [203

* % % % % |Yang Jing Vi Female (781222 [105 |CAHD Ma Huei Ming 231

* % % % % |Tsai Ya Ping Male 790110 (111 |Allergy [Wang Ho 148

* % % % % |Chang Yu Yun Male 780422 (111 |CAHD Ma Huei Ming 210

% % % % % |Li Guo Yuan Female [750422 103 [Allergy |[Wang Ho 180

% % % % % |Tsai Jian Hung |[Male 770102 [111 JCAHD Huang Fu Yuan |[231

% % % % % |Pai Yu Yun Female |780423 [110 |CAHD Huang Fu Yuan |[199

k% % % % % [Yang Yu Yun Male 770712 (110 |CAHD Ma Huei Ming 232

* % % % % |Yang Jian Hung |[Female |781022 |106 [Allergy [Wang Ho 178

% % % % % |Yang Guo Yuan Male 801012 (100 |Allergy [Wang Ho 236

Fragment
v \ 4

1D Name Gender [DOB IndexKey Z1P |Disease [Doctor Cholesterol |IndexKey
k% % % % % [Tsai Ya Ting Male 790109 A 111 |Allergy |Wang Ho 148 Y
* % % % % |Yang Jing Yi Female |781222 Bl (103 |Allergy |Wang Ho 180 €
* % % % % [Tsai Ya Ping Male 790110 T| (110 [CAHD Ma Huei Ming 232 8
% % % % % |Chang Yu Yun Male 780422 Al J112 [CAHD Huang Fu Yuan (203 a
* % % % % |Li Guo Yuan Female [750422 El [105 |CAHD Ma Huei Ming 231 8
* % % % % |Tsai Jian Hung |Male 770102 z 100 [Allergy |Wang Ho 236 ©
* % % % % |Pai Yu Yun Female |780423 H 106 |Allergy [Wang Ho 178 A
* % % % % |Yang Yu Yun Male 770712 O] (111 |CAHD Ma Huei Ming 210 s
% % % % % |Yang Jian Hung |[Female [781022 Al [111 |CAHD Huang Fu Yuan |231 4
% % % % % |Yang Guo Yuan Male 801012 ® 110 |CAHD Huang Fu Yuan [199 n
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Bt F Rl e ko R FRAEE 4 R A PBQ > Fu DRP
O RLETER T F i nT ALY AT g RTES o A Ay ZIP-
Gender {v DoB ¢ # = Quasi-identifiers 12 2 & * & % 38 &v R {44§ i Disease » ]
P F R A F AL 4 R HLZIP - Gender o DOB ¥ $+3 ~ f i 11 SDC AL >
FRAG AR TAURA P nF RABHVIB R 20l SDC AL 0 B AT AR
PeiE AP 222 SDC 4 » i sarfrd SDC AR R 44 € G T4

4.3.2 Access Control Policy

ACPﬁ mlgﬁ?&l%ﬁ'ﬁg‘?'v IR N lé%ﬁm'liaﬁ\“’fgl%? it 59 12

32



* ARG SBQ & PBQ o A F A AL R P & AL OT LT

* SBQ A FHAE A RANFL P PR R k& HT A Lt ¥ PBQ- ACP #
1 SBQ # PBQ 4345 * F e * kbR * i Ad R WL i
0 L

DataUser ~ Action §= Purpose % » & — f&i¢ * 'r%b?t;fija LphRt RS R R
PR R A R 4e SBQ & PBQ > @ AFTF %% P3P o APPEL ¥ & % 1
ERFAEY GERLEFEL AT T ARV R R EAE F oA 2R I

1‘#%\'@ 4o T AT

% 4~ ACP cnig # f5 ~ @ % RS | F 2 R D h

Data Action | Purpose Location | Time | QueryType
User
Doctor Read Diagonosis | Hospital Work | SBQ

Researcher Read Analysis Research | Work | PBQ

Center

Researcher Read Analysis Research | Work | PBQ

Center
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FFoBRTYERBENFTHAEA G £ F ik ¥ R e ACP
Pl N YR T AP Bac Y F hR Y R & ACP ¢ ATy e
B i § % ACP # & enit » i » B AN R 7 ¥ o Br

»

“’m}&

A g izim ACP ¥ “ifg it cniEie @ * i3k > ARG & ¥ K SR AEF AR o
S

A
A PEY OWLDL 2 R * 2 @ * & 4ol K

W

S o™ BHT

33



hasQueryType -QueryType empower

AccessVerify
Policy

Request

isEmpowered hasCondition

hasCondition

boolean value

hasPartOf
hasPartOf

hasPyrtOf

beSPartOf

Bl T ~ ACP e A f353% 3+

BAGFEME LR TR E F YA (Class) it s 0 @ AE R R A8
(Instance) f * % — f&1¢ * FrH e & - B * 3 & % > & Researcher = Doctor
% DataUser 1+ %8 @ Diagonosis {= Statistics % Purpose e %8 - &+ Bl ¥ > 55 %]
w2 Wi R S L gpul2 Benl Godo * ot B FREF2
3 hasPartOf 4 @& * s ? ¢ 7 LB R» & & PM R ¥ L
AcceessVerifyPolicy ¢ Request = Condition 2. & 3 hasCondition B % > i~ % i& *
HFIoACP $1 3 & penig * e gt AF7 LW hasPartOf ki & & * fFyL e 7
MEBTHRTERLF > - BRHOME o 7 BB LRI 1500
hasPartOf 45 it 4 *F > & 5 — &AL 5 Functional Symbol » & * %45 it 42 [24] -
e % fe en§_> Functional Symbol & 4 eh& - B @ 4 > @ hasPartOf i % 3f

B HIPEA

Er

AR ek A Rt BRI AR A T - BT AR
iISEmpowered - Request & i# 3] BooleanValue » BooleanValue % 1 # % Request

e s 0 & 2 - Request f- AccessVerifyPolicy 485 & g < Condition > % ﬁ
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LRERR R -

AT B R F e TRER A AE LR B NIRRT 4 D
PR B & F > & DataUser & * "E 5L 8% £ 4~ 11 2 Location i * IP
S B f BHRIIACP ¥ LER Y HRL R o F Ry FeR v g v i
BE ALY 215 € B4 ACP sk fri2 i SBQ fr PBQ s i+ -
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4

AERREZR Y TR i G R Jﬁ » SWRL R[] 4e™ #177 ©

Request(?r) AhasCondition(?r, ?c) ACondition(?c) ACondition(?ac) A
hasCondition(?avp, ?ac) AAccessVerifyPolicy(?avp) AsameAs(?ac, 7c) A
empower(?avp,?qt) AQueryType(?qt) —

isEmpowered(?r, 1) AhasQueryType(?1,7qt)

& SWRL e34L0] ¢ # & sameAs s Atom % :& {7 ¥4 Instance «14p o 8 ] k3 »
BAe3 Fred fe Freddy i&# B 7 F @ 8 > R] sameAs(Fred, Freddy)iz i Atom
T EF €2 o Bt * —‘}?, SEAL R R P& ACP ¢ TR gechie * s o B
Request {= AccessVerifyPolicy # # 2~ 4 hasCondition B 7 ¥f & 2] > Condition
P A APl 0 FiE ¥ sameAs s Atom kA EF MAR U] 0 B A de

T e
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DataUser ~ Action ~ Purpose {- Location - % — i T4 4 ¥ 10 F A & R
T- B R TG R FRIhG T PR ST B kR
5 %ifﬂ;”;ﬁ}% p e ¥ hE ID ~ Name ~ Gender ~ ZIP §r Disease &1 B i >
g FRALARAWF LR T R 4hE GenderZIP {- Disease iz = B ff &
ACPAeDHP R & § TR * Fich& £ > X 2 A F <300 % S 4af o 2 8
L&A o DHP & FH ) FRFP L nEF iz SHK T » PAGET
FR A LA F A ACPRIEE ¥4 A T AL Al TR

* ke EhER Y -:‘Ffmjz/,,\ﬂfr;fh*g,gw EV LR E R o

SQL String

hasPartOf hasPartOf

B = DHP ek g+

hasPartOf
hasPartOf

Location

DataUser

- BREDHDHP ch A AR 34t BP0 & DHP ¢ = * Condition §-
hasPartOf & £ FAd @ * |F35 foid * T3 & 4 o o4 ¢ » DHP ¢ * hasSQL & i B
% #- DataPolicy ¥+ /& | SQL String » SQL String £.% i SQL &334 = » £ 2 I

PHRFELELATHRSQLAWAEY RAWHE- I FHES HAHN o 4o

SELECT 'ID", "Name’, "Gender", 'DOB®* FROM "p1° WHERE ‘IndexKey" =1
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FTHRE s §RFTHREALA B h3 FTHE > Fp SQLString ¢ £.3 B

SQL 2@ M ten g v m Ay Y A Sa B3 FHE > o7 977 !

SELECT 'ID", 'Name', "Gender , 'DOB’ FROM "p1° WHERE ‘IndexKey" =1
and
SELECT “ZIP", "Disease’, ‘Doctor’, "Cholesterol’ FROM "p2° WHERE
‘IndexKey =101

TG T AL Y o AL BT T A F A1 IndexKey B R Rk F
LEFH o AR T hFR Y Y hE 2 TR BRI COMMUNICATING
SERVERS > F]pt » % & 7f ¢t 9 IndexKeyTable 2 % 4¢ IndexKey & ev¥ i B % »
M AFT 3 B #-IndexKey (& ¥t i sed5 2 SQL String § ¢ o4l + i (9 SQL String
s B SQL Ag 5 ¢ Ta’fia‘};} %_IndexKey & > ¥ ¥ F] 5 COMMUNICATING
SERVERS #7127 IndexKey &% 7 4p ke o gt b s — @ F 35 5 7 o § - LT
KT~ B R R NAT R FET NGO BAAR DT R F
ESQL AN Y RIpF kR * [FE A AR SQL 438507 hAH -

DHP 9 SWRL #LPJ4c™ “f77 > v € - i * —*FT g+ 35 22 DataPolicy
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P57 I e SQL String & & ¢ end FALE Y LN FEFTHE AT bt 2 F
FTHREOTRD L2 HRER Y K77 R EAWHEREEd Y K Dhik

% PeiE {8 ﬂf\léqf;};k’erlﬁ Pﬁ‘}i"

Request(?r) A hasCondition(?r, 7c) A Condition(?c) A DataPolicy(?dp)
AhasCondition(?dp, ?dc) A Condition(?dc) A sameAs(?c, ?dc) A hasSQL(?dp, ?s)
— sqwrl:select(?s)
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