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- AC/0OC Theory and Models

Models, negotiation, cooperation, competition, self-organization, emergence,
verification etc.

- AC/0OC Architectures and Systems

Autonomic elements & their relationship, frameworks, middleware,
observer/controller architectures, etc.

- AC/0OC Components and Modules

Multi-core CPU, memory, storage, database, device, server, proxy, software, OS,
1/0, etc.

- AC/0OC Communication and Services




Networks, self-organized net, web service, P2P, grid, EaaS, could, semantics, agent,
transaction, etc.

- AC/0OC Tools and Interfaces

Tools/interfaces for AC/OC system development, test, monitoring, assessment,

supervision, etc.

- Trust Models and Specifications

Models and semantics of trust, distrust, mistrust,
over-trust, cheat, risk, reputation, reliability, etc.

- Trust-related Security and Privacy
Trust-related secure architecture, framework, policy,
intrusion detection/awareness, protocols, etc.

- Trusted Reliable and Dependable Systems
Fault-tolerant systems, hardware redundancy,
robustness, survivable systems, failure recovery, etc.
- Trustworthy Services and Applications
Trustworthy Internet/web/P2P/grid/cloud services,
secured mobile services, novel applications, etc.

- Trust Standards and Non-Technical Issues
Trust standards and issues related to personality, ethics, sociology, culture,

psychology, economy, etc.
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Dear Raylin Tso,

we are pleased to inform you that your paper

Paper ID: 71

Title: Design and Analysis of “Flexible" k-out-of-n Signatures

submitted to the International Conference on Autonomic and Trusted Computing (ATC 2010) has been ACCEPTED.

The paper will subsequently be published in the proceedings volume as part of Springer's Lecture Motes in Computer Science (LMCS). Congratulations for your excellent work!

The reviews for your paper are included below. In order to achieve the highest quality proceedings, we urge you to carefully consider the reviewers' comments when preparing the final
version of your paper.

Please note that the deadline for REGISTRATIOM and CAMERA-READY version submission is
= July 30, 2010 =,
By missing this deadline, you run the risk that your paper will not be included in the proceedings. It is advisable to send your final paper and register sooner rather than later.

Papers need to be formatted according to LNCS guidelines, as defined here: v springer. cormfcomputer/incs? SGWID=0-164-7-72376-0
The maximum length of the camera ready papers in LNCS format is 15 pages. A maximurm of two additional pages can be accepted, at an additional charge.

All detailed information on camera ready paper submission, registrations, and hotel reservation will be available on the conference web site: http: o nwpu. edu. cnfatc2010/

Please note that at least one of the authors of accepted papers is required to register AND present the paper at the conference, otherwise the paper will have to be remaved from the digital
library after the conference.

Thank you again for helping to ensure the success of ATC 2010, We are looking forward to meeting you at the ATC 2010 conference in Xi'an.
Best regards,

Bing ¥ie, Juergen Branke, Masoud Sadjadi
ATC 2010 Programme Chairs
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PAPER: 71
TITLE: Design and Analysis of "Flexible" k-out-ofn Signatures

OWERALL RATING: 3 {strong accept)

The paper proposed a new (k,n)-ring signature based on the existing (1,n)-ring signature. The
new scheme allows the use of flexible threshald value for k. The idea seems interesting and useful. The paper is reasonably well-written. The following revisions are suggested to improve the
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Design and Analysis of “Flexible” Ek-out-of-n
Signatures

Raylin Tso', Xun Yi?, Tadahiko Ito?, Takeshi Okamoto®, and Eiji Okamoto®

! Department of Computer Science, National Chengehi University, Taiwan
? School of Computer Science and Mathematics,
Victoria University, Australia
Graduate School of Systems and Information Engineering,
University of Tsukuba, Japan
? Faculty of Health Sciences, Tsukuba University of Technology, Japan
raylin@cs.nccu.edu. tw,
Xun.Yidwu.edu.au,
tadafcipher.risk.tsukuba.ac. jp,
ken@cs . k. tsukuba-tech. ac. jp,
okamotodcipher.risk. tsukuba.ac. jp

Abstract. This paper presents a new kind of (k, n)-threshold ring sig-
nature ((k,n)-ring signature) which is just a combination of k (1, n)-ring
signatures. Our construction suarantees that a single sipner can close at
most one ring so the result of the combination is the required (k, n)-ring
signature. This construction is useful in, for example, electronic negoti-
ations or games where gradual revelation on how many people signed a
given document is required. It also provides flexibility of the threshold
k. The threshold-flexibility means that, in our scheme, we can change a
(&, n)-ring signature into a (&', n)-ring signature for any &' < n without
revoking the original (k, n)-ring signature. This is useful for signers to
withdraw their signatures afterward and/or is useful for new signers to
add their (partial of the ring) signatures into the original ring signature.
In addition, when k' < k, this modification requires no extra computa-
tion. The security of the proposed scheme is proved in the random oracle
model based on the hardness of the discrete logarithm problem and the
intractability of inverting cryptographic one-way hash functions.

Keywords: DL problem, threshold-flexibility, hash functions, threshold
ring signature.
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- Provable Security for Cryptographic Primitives Suitable for FCS
- Information Security with Mathematical Emphasis for FCS

- Public Key Cryptosystems

- Side Channel Attack

Track 2. Security Protocols and Applications

- Authentication and Non-repudiation
- Access Control and Authorization

- Identity and Trust Management

- Database and System Security

- Intrusion Detection, Tolerance and Prevention
- Secure communications

- Information Hiding

- Digital Signatures

- Digital Right Management

- Watermarking and Steganography
- Critical infrastructure protection

- Digital rights management

- Computer Forensics

- Trust computing

- Security for M2M Platform

- Security and privacy issues for intelligent vehicular systems and communications

Track 3. Industrial Security & its Business and Services

- Information assurance

- Emergent challenges in security and assurance

- Theories, methods, tools and techniques in managing security
- Security and privacy standards

- Common Criteria

- Risk evaluation and security certification

- Security in E-commerce and E-business

- Security Policy

- Trust model and management

- Smartphone Security issues



- Security for Open convergence system
- IPTV security services in the BcN

- Security issues for Broadband convergence Network (BcN)
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RESEARCH ARTICLE

Convertible Ring Signatures with Gradual Revelation of
Non-Signers

Raylin Tso
Department of Computer Science, National Chengchi University, No.64, Sec.2, Zhi-Nan Rd., 11605, Taipei, Taiwan

ABSTRACT

A ring signature enables a member of a group to sign any message on behalf of the group while hiding the identity of the
real signer. On the other hand, a convertible ring signature is a kind of ring signature in which the real signer can convert it
into an ordinary signature. In this way, the real signer can prove the ownership of a ring signature if necessary. In this paper,
we introduce a new convertible ring signature with an additional property. That is, before convert a ring signature into an
ordinary signature, we allow the real signer to reveal the identity of non-signers gradually. In other words, if there are n
possible signers in a ring, then, by revealing one non-signer, it will become a ring signature with n — 1 possible signers.
By revealing nn — 1 non-signers, then the ring signature comes to an ordinary signature and anyone can verify who is the
real signer. This property is useful when some non-signers of a ring signature are not trusted by a verifier (ie., the signature
will not be accepted if someone is a possible signer). Rivest, Shamir and Tauman first mentioned this problem and gave
a solution as their modified ring signature scheme. However, their modified scheme can only guarantee computational
anonymity. Our new scheme provides the same property on one hand and still guarantees unconditional anonymity on the
other hand. The security is rigorously proved in the random oracle model according to the formal definition. Copyright (€)
2010 John Wiley & Sons, Ltd.

KEYWORDS
convertible ring signature; hash function; privacy protection; random oracle model; reveal non-signers; ring signature



R g F 2 g S Rl F

\«- z\
p#p:2011/09/07

P e A

PR LBAEPERES NI TR AR
Eal SR RN = 7
+F e 99-2221-E-004-009- BMAE: FTaZ 2

AEFF KR FTH

"




PeEREHFF LTS REL

thh

]

33 S5 0 99-2221-E-004-009-

PR EBAEPFEESA NI FE L AR

FE O R

T P dedic Bt E
P PR gy ag L x%sg-)?('p' g S - RN
i (g (EWGERES| s I S
fegi) | 2K ol T S
F)
TEIE 0 0 0%
e o AR R |0 0 0%
" Fit g2 0 0 0%
i3 0 0 0%
© R 0 0 0%
Hr ¢ ¥ 0 0 0% s
H S I
#14 0 0 0% £ A
LA 0 0 0%
P 0 0 0% .
(AEHA) ELuEih |0 0 0% -
L ixetge 0 0 0%
R 1 1 100%
e i FrirdismEd |0 0 0% F
' Pt § o < 2 2 100%
i3 0 0 0% 3/4
o1 Yo i 0 0 0% u
o JEF i+ i 0 0 0%
BN (,P
" s 0 0 0% a
H A
14 0 0 0% + A
AL 5 5 100%
fgrzid A4 L4 0 0 0%
A =
(hEE) [BLeETE |0 0 0% '
Liamnm 0 0 0%




H A%
(i Bt iigz &
5 hoyE B s d S
WEn L ER%EE
AT A R R
SRR N S R £
B2 E M E R
EE G F A

}ljo)

g

’i X538 P

freks

—

R E(FFHEEEN)

i/ e

Re|grga g A1 8

21

Fi

Byr A0 iR

T e

3
1
4e
g |FiHE/ iy
i
p

PEASHAEZ S (BR) Ak

OO O OO O o (o







R 640 %A ] 7 h S R 2

FREL R R R R RARA E ST A S R R AR
w(f Q%f*%%%%~&£‘$m‘%gék HFBRLT ) ATE R
ELgmaF LY R AR FRAEBFHEES > T- FEFTR o

L FE i r 8RR AR BTN P RERT- FE76
Wi
(A& 2 (G > 2100 % 5 %)
mEERYE
mEESERRS
(JH © & 7]
wm :
2. P S % a4 &Y g 1%
H> W #4 Orgd2~ 5 Oerd Oa
B O k® O ¢ EE
s [ 3k me _E
w1 (12100 3 52)

3. 3 'Kﬁﬁﬁ\fj‘u CHAFRIET AL BBE S G 0 ERAT
E(HEact SR A2 R AR EBENE-H
500 F 3 *2)

[E9E- 4V kN ﬁ*‘ui PR R R kAN g AT 2 ¢k (1) 4th International
Conference on Network and System Security (NSS 2010): 542-547, 2010. (EI) (2) ATC
2010, LNCS Vol 6407, 255-267, 2010. (EI). ¥ ¢t > &% = % 7n ¢ e & 558 43
Tz g ¢ (1) Computer and Communication Networks. (SCI).izdt = % &4* & %
""I,EE‘l?“%’f“F v 4R B Bgﬁmt/fw?ﬁkogi ]%,L’QI"?xiE\'ﬂ gl * A
Pldo * s p 2 ML F IR 22 FA L FEREFFL AL L 2 T A AT
i A S | ’ﬁ?ﬁow%’%ﬁﬁﬂﬁﬂiﬁﬂﬁiigﬁi@ WAL

/4

2 BER s
«

i) (1

7
“~




	ATC10國科會補助出席國際會議
	ATC 2010接收文件及摘要
	ACSA10國科會補助出席國際會議
	ACSA 2010接收文件及摘要

