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A Comparative Study on the Identity Theft related

Laws and Practices of Taiwan (R.0.C.) and U.S.A.
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# < 4 & (ABSTRACT)

Title: A Comparative Study on the Identity Theft related Laws and
Practices of Taiwan (R.O.C.) and U.S.A.
Author: Daniel Tzu-Wen Hsu

Supervisor: Professor Chi-Shing Chen, S.J.D.

Identity theft is a form of stealing someone's identity in which someone
pretends to be someone else by assuming that person's identity, typically
in order to access resources or obtain credit and other benefits in that
person's name. The first victim of identity theft is the person whose
identity has been assumed by the identity thief and this person can
suffer adverse consequences if they are held accountable for the
perpetrator's actions. The other victims are those who were defrauded
by identity theft tactics. Along with the prevalence of information and
communication technology, identity theft is becoming a great threat to
common people and even to national security.

This study has collected more than 20 pieces of U.S.A. federal acts and
statutes that related to combating identity theft problems. This study
then categorizes then into 4 groups, namely 1) identity theft
criminalization; 2) national personal identification system; 3) consumer
credit report; and 4) personal data protection. In the mean time, this
study also collected related laws and Taiwan (R.O.C.) for comparison.

The government organization structures and legal systems between

U.S.A. and Taiwan (R.O.C.) are very different, though the common goal of

vii



fighting identity theft is the same; the measures are quite different as
well. In short, in terms of laws and personal identification system, the
U.S.A. is more decentralized while in Taiwan (R.O.C.) it is more
centralized. Taiwan (R.0.C.) has a national-wide and unified personal
identification system that put it in a better position to respond and
mitigate to identity theft impacts. On the other hand, from the law
enforceability aspect, the study finds the U.S.A. provides better tools to
law enforcement agencies and prosecutors to bring the offenders to
justice in court and the judges have relatively more clear guidelines for

case consideration and sentence.

Key Words: Identity Theft, Identity Fraud, Privacy, Personal Data

Protection, Cyber Crime.
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*2 See 18 U.S.C. §1028 (d)(7)

3 See "Report to Congress: Mandatory Minimum Penalties in the Federal Criminal Justice System", United
States Sentencing Commission, October 2011, at 326, foot note 788.

> See 18 U.S.C. §1028 (a)(7)

35



.

SR T ECES 3 IR e DA R OLE A
FAZE £ 1000 & BIF A3 £ TG B A7

3. R BT 2N FHARE 2 PR R d RS

7

q

BARPEG Mo AT R A AL
20 £ G B AS S ERS T 4
4, FEARPRP AREEMH KSR 0 T 30 ﬁ,l'/"r’ﬁﬁ};ff{

SUES R SR S P/

5. RIS K FHEF §1028 2 {7 & ¥ » W H§1028 4p B F) R4 1 sk

58

J o

i

(£ 2 gi ™ phre 2 ) o sl £ 2 RINE 2L | § > ilT B0
H(E=Rg A A RE) H3 (ERIREL ) % 18 B & 1028 ik #77|

BE o FTE g a£$m3 <<g3?’|3ﬁnik_§.>> z‘k‘zi_e/,g\fg’# ‘i‘PJUWE

WEANERY BT R EPRENE AT A A PRATHE G
FRRPEL L AFEP Y 2 () PRERITFFA £

/

$F cd LY HONALE AR S TR R o

P

HHFRE TR A e G- FBER - M (WNEAAL) H

> See 18 U.S.C. §1028 (b)(1)
*® See 18 U.S.C. §1028 (b) (3)
%7 See 18 U.S.C. §1028 (b) (4)
%% See 18 U.S.C. §1028 (f)
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feend arg o A gy (F FEEmANE L) 18 US.C 81028 0 M i A g

A% 4% F 5 57 B 4 Flores-Figueroa f£.2000 # 4= % # 413 East
Moline — F4RBR L 1Fo & - B4p* v L B ek § % 25800t
BB THE 2006 o0 WAWALEEET B Lo P HAUR
B RN e T R P I NS Y BN L

FTHEPEX BV - A BRIV RTINS X § & Flores-Figueroa

*® See 18 U.S.C. 1028 note, § 005. Centralized Complaing and Consumer Education Service for Victims of

Identity Theft. ZZEKMMESZESTE—FRERU FIRER 1 (— ) L ERUE
(acknowledge) R B R RAIIRET - BERBNEESIHRN certify) BRIEBETINIERBEE—E
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% Flores-Figueroa v. United States, 129 S.Ct. 1886 (May 4, 2009)

37



Flt A o T AR L¢ 2R IR T B g % o
2o s AR A E mﬁ/ln\:ﬁg’# Sifed s B Lo TP AR PRI 6 E o
FRENER Y RE e AR L AR R H R el S 5uE
B3 H s A A RALR MK FEIRET PEEFE
A% &% Ignacio Flores-Figueroa 1} 3% o

2009 £ 7 7 BB B A FiE P L9 0 - RiL ok ER g o

£ A,\%‘,g?r E IR G IR R R R AR EREBAT
HAALE X 2HAE Edm p* A Ls s MR- B RER
FRBnim -HANER 2t REREAERF VAR LEP RS

f 4r(knowingly..) & * e A @M BRI R B E R 5 bl BTG

ERAE RIS L

¥ 2000 & (ReERpEEBELSBFE)

2000 + if i 5 {7 (e vE B g B A b g iR ) i re 0 Bk (b
BFELAEM T R RERE) e r T R R NA G E L BRER
AP RNEL c R ZE TR BRI T I BERZELE

P dmiTas &7 ABEhp o

EF o RG22 3B - BAERTFIEL R

&
-

T e MR e B

81 "Internet False Identification Act of 2000", P.L. 106-578, Enacted S. 2924, December 28, 2000, 114 Stat.
3075, Codified at 18 U.S.C 1001, 1028
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Eov Lo g AL p ARRRE 0 & 2004 £ 2 P F WA R
EER L &= JERIETRL: ((j/;,,\afg?* 3% 2| 4e & 72 ) (Identity Theft Penalty
Enhancement Act)®* » ¥ %t e & 7 % > d % B4 4t George W. Bush & /&
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1. .&@%f”*} Lm/—-/ ‘éfr"rﬁ#f’ﬁ B A mIiE - _6/4\%-\;\;_,,]—,

2. Hi oI K vk

62 “Putting an End to Account-Hijacking Identity Theft”, Federal Deposit Insurance Corporation, December

14,2004, at 11

See Paul, Sara R., "Features - Identity Theft: Outline of Federal Statutes and Bibliography of Select
Resources", 2006/02/07, http://www.lIrx.com/features/idtheftguide.htm (Last visited on 2012/04/30)
"Identity Theft Penalty Enhancement Act of 2004", P.L. 108-275, Enacted H.R. 1731 / S.153, July 15,
2004, 118 Stat. 831, Added 18 U.S.C. § 1028A

"Final Passage of H.R. 1731, the Identity Theft Penalty Enhancement Act”, U.S. Social Security
Administration, http://www.ssa.gov/legislation/legis_bulletin_062904.html (Last visited on 28Apr12)

63

64

65

39



AEPHEFIR ARG RY SR SRS PR

iﬂlgﬁ‘f g _L_:\j’k»:'ﬁ—}'@é\ﬂ—"—
I‘IJEP o %’é]}]-&rﬂr

R e RS

R EHE LAY

ETTNY

—_

8 A J!f/;,,\%qu];g: , tt;}izgi_:\j'tj\ﬂqL s _Ff‘étg-:n];g!p 2 & o %

NPT B S EES AR LR

B> AEr R R RY S & L

b A BRI AR TS

FR

Rk

5282 4 ) 18 U.S.C. §1028(a)(7) %t »

EramE e (FR\2GEL ) % 18 79 F Mirdiri &
R PR {7
5. fFreerd (FRMEEEL) % 63 70 F MEE AF{r

% See 18 U.S.C. § 1028A(a)(2)

%7 See 18 U.S.C. § 1028A(c)(1)-(11)
% See 18 U.S.C. § 641

% See 18 U.S.C. § 656

7 See 26 U.S.C. § 664

"1 See 26 U.S.C. §911

72 See 26 U.S.C. § 922(a)(6)

73 United States Code : TITLE 18 - CRIMES AND CRIMINAL PROCEDURE
7 18 U.S.C. CHAPTER 63 - MAIL FRAUD AND OTHER FRAUD OFFENSES

40



10.

11.

td

i (FREEEL ) B 69 700

=i
®
2
Sher
3
—h
in}

>
).'3
\m

N

Ll 75

T (FREEZGEL ) 5 75 77 3 MAERCEE S
% 7

78 e & pRIRFEI & i 32 ) (Gramm-Leach-Bliley Act)’ % 523

B 7

—\\

0 F MR AR R R R S TR

fp‘r

2R (# %2 B2 ) (Immigration and Nationality
ACt)78 % 243 %2 266 - ¢ -'ﬁ W JE BRik ﬂ',ﬁ}f@é} %;;E"ECTQ_ % T‘é}/ﬁﬁ
2ok eneh B AR BT

e (BRE ALY F- %A% (T (FRAm=EL)

\L'm
==
-

8US.C.81321 mTig= ) ¥ 3 B 2 fa# X

e

fie (A€ % »4m412 ) (Social Security Act)® % §208, §811,
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AL % 2ARTIAT BT F el 7 o

LR FE AR K (F RE2RE L )18 U.S.C. §2332b (g)(5)(B)

18 U.S.C. CHAPTER 69 - NATIONALITY AND CITIZENSHIP
18 U.S.C. CHAPTER 75 - PASSPORTS AND VISAS
Gramm-Leach-Bliley Act, Pub. L. No. 106-102, Enacted S. 900, November 12, 1999, codified in scattered

sections, mostly 12 and 15 U.S.C. § 6801-6810 &, 6821-6827,
78 8U.5.C. § 1253 and 1306

7 THMBK R JREBEE 4 (Alien Registration Card) BNIZEE " KX BERE 4 (Permanent Resident Card) - &
M TAER L ZIEHEE -

“Social Security Act of 1935”, Pub.L. 74-271, 49 Stat. 620, enacted August 14, 1935, codified as 42 U.S.C.

§ ch.7
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81 See 18 U.S.C. § 1028A(b)(2)
8 See 18 U.S.C. § 1028A(b)(4)
8 See 18 U.S.C. § 1028A(b)(1)
8 See 18 U.S.C. § 1028A(b)(3)
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FES N ARAEHT - ERI S AT A R %2

$I 2008 & (LA NE2FGE)
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|

(computer fraud) B ¥ L enE 22— 8% 7 38— 4 3g R

HRi 0 £ BT 2008 E T (LAY HEEAGE) Y A
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1. A(E RI2E L )18 US.C. §3663 Hf 4r ik < (b) ¥+ & 18 US.C.
1028(a)(7) & 1028A(a) 58 A §i5* £ 3 % 7 11 % BughRob ik

BT LA DA Y T S 2 FREAHAA A TR Pt

¥ 22 TBFENTARRE LLIEEREHREERE - B 2-4; M=EIAFHML
http://definitions.uslegal.com/c/concurrent-sentencing/ (Last visited on 2012/08/20)

8 “Of the more than 400,000 complaints referred to the Internet Crime Complaint Center (IC3) since its
opening in May of 2000, more than 100,000 were either characterized as Identity Theft, or involved
conduct that could be characterized as Identity Theft.” -- Steven M. Martinez, "Testimony Before the
House Government Reform Committee's Subcommittee on Technology, Information Policy,
Intergovernmental Relations and the Census", Federal Bureau of Investigation, September 22, 2004.
Source: http://www.fbi.gov/news/testimony/identity-theft-and-cyber-crime (Lasted checked on
2012/08/26)

7 Identity Theft Enforcement and Restitution Act of 2008 (ITERA), Pub. L. No. 108-275, Tit. Il (2008)
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Fd®) T P g B et 3i(conspires to commit) J° ; 92

% |bid., Sec. 202 (3)
¥ Ibid., Sec. 203

% |bid., Sec. 204(2)(C)
% Ibid., Sec. 205

%2 |bid., Sec. 206
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BF AT > (F RN EF £ & ) (United States Attorneys'
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% bid., Sec. 207

** Ibid., Sec. 208

% See 1512 Prohibited Acts—18 U.S.C. § 1028, TITLE 9 CRIMINAL DIVISION, United States Attorneys'
Manual, http://www.justice.gov/usao/eousa/foia_reading_room/usam/title9/crm01512.htm (Last
checked on 2012/07/12)

S Producing without lawful authority an identification document or a false identification document
(See 18 U.S.C. § 1028(a)(1))

7B Transferring an identification document or a false identification document knowing that such
document was stolen or produced without lawful authority (See 18 U.S.C. § 1028(a)(2))
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6. 1 EAM R LT L FARHE L DA M 2

7. Wara G hELY 00 E R R F R ASEEN T
Lm0

8. AMWITHp I AEM>E ad 3  BEEHAFG >
WM er 1 24

9. AWMWITip LM > ® o ad i BEEHSHFG Wid
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% B3 Possessing with intent to use unlawfully five or more identification documents (other than those
issued lawfully for the use of the possessor) or false identification documents (See 18 U.S.C. §
1028(a)(3))

B’ Possessing with intent to transfer unlawfully five or more identification documents (other than
those issued lawfully for the use of the possessor) or false identification documents (See 18 U.S.C. §
1028(a)(3))

100 =37 Possessing an identification document (other than one issued lawfully for the use of the
possessor) or a false identification document with the intent such document be used to defraud the
United States (See 18 U.S.C. § 1028(a)(4))

0B Possessing an identification document that is an identification document of the United States
which is stolen, knowing that such document was stolen (See 18 U.S.C. § 1028(a)(6))

102 [\ Possessing an identification document that appears to be an identification document of the
United States, which was produced without authority knowing that such document was produced
without authority (See 18 U.S.C. § 1028(a)(6))

18\ Producing, transferring, or possessing a document-making implement with the intent that such

document-making implement be used in the production of a false identification document (See 18
U.S.C. § 1028(a)(5))
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2.1 B4 Pz,
10 FRAEF b E-0 75 T2 TAEPRHL o
HEAP T EE B e AHA T T s P K B (access device)iE {7 £
&FET e R R 0 @ AR H % 9-49.000 & vt * T s P K
¥ %2 2% + 4 B2 3¥d%  (FRAUD IN CONNECTION WITH ACCESS
DEVICES AND CREDIT CARDS)™ ¢ 4L 4+if j= (¥ Ru$R;2 2 ) 18 U.S.C.

§1029 17 2 17 0 353 3 RAdeif Sy Bk BRRBHET YR

9 J° B (computer crime)4p B 220 B (TR A oA T i E o

FEF - A E B

ip= 4 (pattern/uniform Jury Instructions) - F§ =03 % Bldp 3 (i d 2%
R ez PR 214 Bldpe £ ¢ (The Committee on

Pattern Jury Instructions of the District Judges Association) 7= » &iF

Rl - Producing, transferring, or possessing a document-making implement with the intent that such
document-making implement be used in the production of another document-making implement
which will be used in the production of a false identification document (See 18 U.S.C. § 1028(a)(5))

1%\ Attempting to do any of the above (See 18 U.S.C. § 1028(a))

106 See http://www.justice.gov/usao/eousa/foia_reading_room/usam/title9/49mcrm.htm. Last checked
on 2012/09/09.
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107 gz Jury Verdicts and Jury Instructions Research Guide, Georgetown University Law Library

(http://www.law.georgetown.edu/library/research/guides/jury.cfm) #1 Federal Jury Instructions

Resource Page, Federal Evidence Review (http://federalevidence.com/node/893), Last checked on
2012/08/12.

See “PATTERN CRIMINAL JURY INSTRUCTIONS”, Committee on Pattern Criminal Jury Instructions
District Judges Association of Sixth Circuit, Updated as of June 10, 2011
http://www.ca6.uscourts.gov/internet/crim_jury_insts.htm (Last Checked on 2012/09/09)
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A % | (Adjustments) > & =
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[SX)
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gL R € BEFN- B 3 Tk % (offense level)fr
" J° 3% % Fr 48 4F | (Criminal History Category)éh (£ 7| & # % )
(Sentencing Table) o % ¥ end-B fih> % A 5 A3l kT %5 - BJ°
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3 See 18 U.S.C. §3553(b)
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1 TERWMNE A RAEL
SENTENCING TABLE

(in months of imprisonment)

Criminal History Category (Criminal History Points)
Offense I II III IV A\ VI
Level (Oorl) (2 or3) 4,5, 6) (7,.8.9) (10,11,12) (13 or more)
1 0-6 0-6 0-6 - 0-6
2 0-6 0-6 0-6 1-7
3 0-6 0-6 0-6 3-9
4 0-6 4-10 6-12
Zone A S 0-6 1-7 4-10 6-12 |_9.-Jﬁ_
6 0-6 1-7 2-8 6-12 9-15 12-18
74 0-6 2-8 4-10 8-14 12-18 | 15-21
8 0-6 4-10 6-12 10-16 15-21 18-24
9 4-10 6-12 -14 12-18 18-24 21-27
Zone B
10 6-12 8-14 10-16 15-21 21-27 24-30
11 8-14 10-16 : 18-24 24-30 27-33
T 12 10-16 X 15-21 2127 97.33 30-37
13 12-18 15-21 18-24 24-30 30-37 33-41
14 15-21 18-24 21-27 27-33 33-41 37-46
15 18-24 21-27 24-30 30-37 37-46 41-51
16 21-27 24-30 27-33 33-41 41-51 46-57
17 24-30 27-33 30-37 37-46 46-57 51-63
18 27-33 30-37 33-41 41-51 51-63 57-71
19 30-37 33-41 37-46 46-57 57-71 63-78
20 33-41 37-46 41-51 51-63 63-78 70-87
21 37-46 41-51 46-57 57-71 70-87 77-96
22 41-51 46-57 51-63 63-78 77-96 84-105
23 46-57 51-63 57-71 70-87 84-105 92-115
24 51-63 57-71 63-78 77-96 92-115 100-125
25 57-71 63-78 70-87 84-105 100-125 110-137
26 63-78 70-87 78-97 92-115 110-137 120-150
27 70-87 78-97 87-108 100-125 120-150 130-162
Zone D
28 78-97 87-108 97-121 110-137 130-162 140-175
29 87-108 97-121 108-135 121-151 140-175 151-188
30 97-121 108-135 121-151 135-168 151-188 168-210
31 108-135  121-151 135-168 151-188 168-210 188-235
32 121-151  135-168  151-188 168-210 188-235 210-262
33 135-168 151-188 168-210 188-235 210-262 235-293
34 151-188 168-210 188-235 210-262 235-293 262-327
35 168-210 188-235 210-262 235-293 262-327 292-365
36 188-235 210-262 235-293 262-327 292-365 324-405
37 | 210262 235293 262-327 292-365 324-405 360-life
38 235-293 262-327 292-365 324-405 360-life 360-life
39 262-327 292-365 324-405 360-life 360-life 360-life
40 292-365  324-405 360-life 360-life 360-life 360-life
41 324-405 360-life 360-life 360-life 360-life 360-life
42 360-life 360-life 360-life 360-life 360-life 360-life
43 life life life life life life

November 1, 2011
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1EN
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I

<% £%7:E 10,000 £ 7 pF > K4 4 5

a

(D)% 2 4 3fif 30,000 % < B¥F > 3 4 6 & ;

1% See United States Sentencing Guidelines (USSG) §2B1.1(a)

See USSG §2B1.1(b)(1)
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()% % £ %7 1,000,000 ¥ ~pF > 3 4r 16 % ;
(J)% % £ %piE 2,500,000 ¥ ~ pF > H 4e 18 & ;
(K)% % £ %piE 7,000,000 % ~ pF > 3 4e 20 % ;
(L)% % £ %psE 20,000,000 % = pF > 3 e 22 & ;
(M)% % £ %g3& 50,000,000 ¥ =~ & > 3 4c 24 & ;
(N)% % £ %3 100,000,000 # =~ & > 3 ¢ 26 % ;
(O)= Z £ %pi% 200,000,000 # ~fF > 3 4r 28 & ;

<
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ARSI A - PRARETEARBL0A AR
£ 740 (mass-marketing) = 3% iR {7 FFo 3 4o o B B B2 B
FAT AAZES0 A o R e Bl o FALT X 250
SR AR SIPLE T SN
S RPEEARY M PEEFL I PEFINE AL

L Ea g REAR Y TN oL L FEP (mean of

116

See USSG §2B1.1(b)(1)
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17 See USSG §2B1.1(b)(10)(C)
18 See USSG §2B1.1, Background, at 102 (2011)
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2, K e 4 BV 20
2o B AT ik RIE

2 BARTAIE SRR (£ Em2

EAAEYS =2 TAE feve T Rrha o4 R 2 LFL#
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19 see USSG §5C1.1(d)
120 see 18 U.S.C. §2332b(g)(5)(B)
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A REE S Fle iz o @P (false identification )

VoA @dNETE LS L MR EE T AR bl
i =1 LFL#?, feH 18 ﬁ%—récé‘_ﬁxl}%fg% Bk A S gL R
BRI E L r gy B2 T8 a et A2 7270 S
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AWML T3 - B ”\tif_f’lv\%’** B0 PliZRER 4 E A d B E o
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TheE DA g N PR R T L ERER 4 2R 220 RRF
B0 L A % g (consecutively) 7 Hp o (£ REZRE 2] AL )
e R EFREAOTE S e (1SS Y 5L AR A
Az 5 (2)w A3 7 R E ik Fe 4 R (to be
grouped for guidelines purpose ) » £ ¥ » TFRY £ & &H 2 ; (3)E_F
(% WMo 0% L) 18 US.C. §3553(a)(2) it p e i &3 11 &

SUE R S-Sl

‘é}'g"\%? B chds 2§ 2 53511 2010 £ L B

dOmIRE R AR gk TR Fe &%, (Consumer

12! See USSG §5G1.2, comment. (n.2(B))
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Sentinel Network)# & i & &2 M A4 B R FTHE > H P
s SEF IS LA SRR L Rk & FE Rl
PUERGE B ER A oAt o kg T R gl B e, B F
FoH 02010 & o fRlAgE - B ARG R o B Do g 2T

¢ 354 250,854 212, = B ¥ A%

W

BT — oo ipuk k2

¢71,940 AV RPEA TR PREGECES S R NS
% 4rehi g 62,150 i o 1

AoEPpIENE L R € 2011 100 R AR E RW ¢ R 2 2P

#oAr st 2010 B NP S E B A F 73,239 BAR A AL R L] R % > H A

7 1,870 WAk LB T s g B o WA > E R R 2.6% ¢
B hiE 1,870 kAP BERERE S WP T E LAY B X
5797 4 oK EF 7 ER 0 R R s A AR

Agesam pm
‘Q;":{‘J—ﬁfj\s‘jk B 7 T lfl_,“J- iV j\ » B> TB?% b3 m%\. E%E iR /bfi%' Sv IR
4 o 177

BB R I T2 E B K (n=1,073)T 350k 2

122 5ee “Consumer Sentinel Network” website, available at http://www.ftc.gov/sentinel/ (Last checked on

2012/06/18)

123 2010 Consumer Sentinel Network Data Book", Federal Trade Commission, March 2011, at 6

2% 1bid. at 12

125 "Report to Congress: Mandatory Minimum Penalties in the Federal Criminal Justice System", United
States Sentencing Commission, October 2011

2% Ibid. at 329

27 Ibid. at 330
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LA Bl BAE s T 4 s DABEE S QARG k] L Ty
G- @A Ty PR bAc R A ER B AR E S (3)
AP T - BAS R IR s B A PR

=

D R S S T LR s

128 bid. at 336

Ibid. at 337
B30 ypid. at 339
131 CLARKE R. (1994)

129

w
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EFRITE- 2REDOBEALLSFNR  BEITA PR EDTR
WEh o AN EE A€ % 255 | (Social Security Numbers: SSN)
o Heorgegan TR % S B | (Driver’s License)#t " & % £ 0 3%
(Identity Card) o B 4 it ¢ % i%i/ﬁ%ij‘%{‘”ﬁ (1) R3S AT/ 720 ek
Bleh om T B R RS R AL ?Zéﬁ*‘l’f"\(z)fé* G 3 s e
(B)A 4 rasw > FIZ H F 2 R

P&
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FIR AL E X PEME LI RO A B A BT G R Ao
AFLIENH v 28 B2 RS Bz B m it AL A

DHIE B E RB A
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CREESS R RS SRR
B ALY e h g ehi- Mfrl - BRI 6 G AT F Sl
FEL RS RE (3 IF) PR KT el v e Byrit v ALg

FREAGTEL RNy o T A G DI AR R AR
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EU AL XL ERDTF T (defacto) B 4 £ A B0

132 «social Security Act of 1935”, Pub.L. 74-271, 49 Stat. 620, enacted August 14, 1935, codified as 42

U.S.C. §ch.7

See 42 U.S.C. § 405(c)(2)

Bt e 2O, AEBER, IR http://zh.wikipedia.org/wiki/fL E L2958, B H 2012/05/05

135 see Jim Kouri, "Social Security Cards: De Facto National Identification", American Chronicle, November
29, 2005, available at http://www.americanchronicle.com/articles/view/3911 (Last visited on
2012/04/05).

138 “social Security Number Chronology”, U.S. Social Security Administration, available at
http://www.ssa.gov/history/ssn/ssnchron.html, Last visited on 2012/05/12.
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ZEBEFO R A R PR RGBT RPAZELE R LR F5 0
AH GBI ARNERpREREFILD 2207 2P AL ER
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137 SWENDIMAN, Kathleen S., “The Social Security Number- Legal Developments Affecting Its Collection,

Disclosure, and Confidentiality”, CSR Report for Congress (Order Code RL 30318), 2008.

138 “Report to the Commissioner”, Social Security Number Task Force, Social Security Administration, 1971,
at 4.

139 wsocial Security Numbers: Use is Widespread and Protection Could be Improved”, (GAO-07-1023T),
Government Accountability Office, June 21, 2007.
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and Terrorism Prevention Act of 2004) **°ii 2.+ » £ | BB R A
Bfr® R Ed A VERp FET SR BRrA- RenEEG A F
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140 Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA), P.L. 108-458 §§ 7211-7214, 118 Stat.

3638 (2004).
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PR A R R 5 PREI A EE RS B A

3 o 143

%1 The 9/11 Commission Report: Final Report of the National Commission on Terrorist Attacks upon the

United States (2004). at 384
"2 Ibid. at 390

3 See IRTPA, § 7212: Driver's licenses and personal identification cards..
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144

Ibid. at § 7212(b)(2)(D)(i)-(vii).
"5 Ibid. at § 7212(b)(2)(G).
8 1bid. at § 7212(b)(2)(A)-(C).
"7 Ibid. at § 7212(b)(3)(B)- (C)
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i A28 L EH ik (FIEE 2 ) (Administrative
Procedure Act) i A7 NARR TR A4 I 2 RPOERABIC
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8 Ibid. at § 7212(b)(3)(D)-(E).

% see Negotiated Rulemaking Act of 1990, P.L. 101-648, 104 Stat. 4970 (1990) (codified as amended at 5
U.S.C. §§ 581 et seq.).

U.S. Department of Homeland Security

See IRTPA, supra note 1 at § 7212(b)(4)(A)-(B).

See Emergency Supplemental Appropriations Act for Defense, the Global War on Terror, and Tsunami
Relief, 2005, P.L. 109-13, §§ 201-207, 119 Stat. 231, 312-16 (2005). AR EBEZREFHBE

i TIERZE2IZEAELZE | (Immigrant Security Standards bill)
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153 TATELMAN, Todd B., "The REAL ID Act of 2005: Legal, Regulatory, and Implementation Issues", CSR

Report for Congress (2008). at 3
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153 Summary of State Legislation Activity, Countdown to REAL ID, National Conference of State Legislation,
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2 R 1970 & Arspim s (T2 (oL i % g2 02 ) (The Fair Credit

137 See "Your Credit Report", The Federal Reserve Bank of San Francisco,

http://www.frbsf.org/publications/consumer/creditreport.html#what (Last visited on 2012/06/12)
18 see Investigative Consumer Reports vs. Credit Reports”, February 16, 2009,

http://www.gobankingrates.com/credit/investigative-consumer-reports-vs-credit-reports/ (Last visited
on 2012/06/12)
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BHREGY ARG TRLRE S F U F LB Tl

HPggns (oTR*PELZ) WET © PG EREEZF-
FI PR B R RRGTER 2 R F LG HIF LR T
W PR HOT R F R RS 7 (2T R AL )
RETFFEGT R R o4 R T AR e

FER A bR P FETEAAFE OPHES AL F P LT

1% "The Fair Credit Reporting Act”, P.L. 91-508 (Title VI § 601), October 26, 1970, 84 Stat. 1128, 15 U.S.C.
§ 1681 to 1681u

See FCRA, Section 603(e): The term “consumer reporting agency” means any person which, for
monetary fees, dues, or on a cooperative nonprofit basis, regularly engages in whole or in part in the
practice of assembling or evaluating consumer credit information or other information on consumers
for the purpose of furnishing consumer reports to third parties, and which uses any means or facility of
interstate commerce for the purpose of preparing or furnishing consumer reports.

See 15 U.S.C. § 1681B - PERMISSIBLE PURPOSES OF CONSUMER REPORTS

160

161

75



‘-{F:l
p
o

s

“1\‘.\'

e W enid L
BB ¢

(6301996 & LiH(H [ F G ¥ ¥

g
bt
fat

N

3
o
S
n
<
3
L)
S

Credit Reporting Reform Act of 1996) = tgiz & (=T & % 3R 272 )» 14
ﬂiiﬂ'%’f—ﬁﬁ*ﬁ%ﬁﬁ’f#iiﬁi A I R A T £

Fo bR ER L O RAERTEE IR ETR AT

T Fg s * 2 &2 ) (Fair and Accurate Credit Transactions Act of 2003:
FACT Act) "R B # (2T 2 % 3 £ ;2 ) ¢ Section 605A - 6058 fr
609(a)(1) i * Ty i & » T AR¥ e F70 (F BB N2 L ) 15 US.C

§1681c-1 * §1681c—2 {r§1681g (a)(1) * 4o ié it -

(2T 6w dpai) L0y § 442 BHCRAZ A5

(2T igvdpid) #BE S > Bad iy § %2 $BiE(CRA)
&3 FardheT 11

L R AP Faapr nfEpRp R i Fwd

(Section 604) ;

182 gee Ireland, O. and R. Howell (2004), supra note 2, at 677.

183 "The Fair and Accurate Credit Transactions Act of 2003", P.L. 108-159, Enacted H.R. 2622 / S. 1753,
December 4, 2003, 117 Stat. 1952, U.S.C. § 1681 et seq.

See "40 Years of Experience with the Fair Credit Reporting Act: An FTC Staff Report with Summary of
Interpretations", Federal Trade Commission, July 2011, at 28. Available at
http://www.ftc.gov/0s/2011/07/110720fcrareport.pdf (Last checked on 2012/07/29)
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T 4TI £ g chip M TF 5 (Sections 605A, 605B)
B P B LR A ) § K 4R 4 (Sections 605,
607(a)) ;
OB IR VLR R F AR g 2k (Sections 604,
607(a))fr i F& 1% (Section 607(b) ;
{0 B VR DT FORHS B (Section 608) » 234 % g K
4R 2 F B A & P % B (Sections 625-626) ;

i F F R #h@ AP R (Sections 609 and 610) i % &
He L £z 7 ¥ T iR 7 (Section 612) ;

BB TARAERILE R SHAB AR EES LD
(Section 611) ;

- TARARESE AL EGD R A REELE

R

2 f e LN R 2 A 4R 2 (investigative consumer
report)  F¥(Sections 613, 614) ; fr
X5 A2 BIE(CRAVE S B 8 8 ) § 97 2 77

Wivenif %48 & 8 51§ 27 h& 73(Section 607(e)) -
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* 3R 2 ;% ) Section

%F » 52,500 # ~ > P

REE LR € 22009 & ik RIS A E F) 423 BB R B 2 )Federal

Civil Penalties Inflation Adjustment Act of 1990):i .z #-H A % %

$3500 % ~ > ¥ A E 20 9 pAed e A
R (o Xz % 4F 2 72 ) Section 621(a)(2)(B)i2 a4 ¥
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2011 # > R ERF N (AT B HAFLE) 40 £ > BRY

AR ¢ £4407 0 87 4% 7 8 (enforcement actions) » A&F| i § ¥

FEPH AR E G EERT FIR T R PEOT R R

(furnishers of information to CRAs) °

Ao - B Edpikitr 280 g% 5 Mk b5 2006 # 0 United

States v. ChoicePoint, Inc. % o & & % » 207 4 £ f ¢ 4545

185 Ibid, at 3-4.
% See also 15 USC § 16815(2)(A): Knowing violations
187 See 74 Fed. Reg. 857 (Jan. 9, 2009)

188 See also 15 USC § 16815(2)(B): Determining penalty amount

169

See United States v. ChoicePoint, Inc., No. 1:06cv198 (N.D. Ga. Feb. 15, 2006) (consent order) as well

as "40 Years of Experience with the Fair Credit Reporting Act: An FTC Staff Report with Summary of
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LHFEEERY PN AAH LW ORAREN T F B

2 g Afed @ * P e G R4 A % > ChoicePoint I & %
$10,000,000 3~ & 3 A g R A B o QAN =g
T4 £4F — 4 2 £ 485,000,000 ¥ &5 LA gyt XL K o

¥-3 2003#& (2T pgE* 2 %) (FACTAct)

TP o gt AR FPEA T F R A pF 8 R # B> 2003
£12 7 4 pot (DT RFEER 25 2) (FACT Act) > 5843y % %
2 g B AEE B A R b o

(T npEiz® 2 5 2) ehSection 5 B+ 7 2 wenn (T %
L2 Y Frulde )\’frﬁxé\fg’ﬁ N %#Bfﬁﬁiiﬁ o hER b
ARt R T EFENER R ERBES G A (creditor) 2 7 % 4R B8R
(credit bureau) #-2 i 4 % sedhd Flig Lo g o B TR T A R
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Interpretations", Federal Trade Commission, July 2011, footnote 19.
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170 gee 15 U.S.C. § 1681C—1(a)(1)

See 15 U.S.C. § 1681C-1(b)

72 [\ : credit agencies must exclude the consumer's name from lists used to make pre-screened
credit or insurance offers.

See 15 U.S.C. § 1681C-1(c)

7% See 15 U.S.C. § 1681C—2(a)(1)~(4)
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> See 15 U.S.C. § 1681C-2(b)

176 See 15 U.S.C. § 1681C=2(b)

See 15 U.S.C. § 1681g(a)(1)(A)

Agencies Issue Final Rules on Identity Theft Red Flags and Notices of Address Discrepancy,
http://www.ftc.gov/opa/2007/10/redflag.shtm (Last visited on 2012/06/10)

7 Agencies Issue Final Rules on Accuracy of Credit Report Information and Allowing Direct Disputes,
http://www.ftc.gov/opa/2009/07/facta.shtm (Last visited on 2012/06/10)

Agencies Issue Final Rules on Risk-Based Pricing Notices,
http://www.ftc.gov/opa/2009/12/rbpricing.shtm (Last visited on 2012/06/10)

B BIEBE - TEE anti-phishing SAFIRISE N L - ( BB BISEE S EE B 7P /0\(TWCERT/CC)
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ZH : 2012/06/10 )
82 Tryth in Lending Act, P.L. 90-321 (Title | § 104), May 29, 1968, 82 Stat. 147, 15 U.S.C. § 1601
8 Fair Credit Billing Act, P.L. 93-495 (Title Ill), October 28, 1974, 88 Stat. 1511, 15 U.S.C § 1666 et seq.
8% See 15 U.S.C. § 1666 - CORRECTION OF BILLING ERRORS
%5 See 15 U.S.C. § 1666(e)
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2R 1978 #5527 (R F 1 F &##2) (Electronic Fund
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Flid (TFFEBRE) RELTF 1 Ef b IRAR EF
FRBP UL P ATk Eiege 21 a1y ERIRIREE ST F
fRp e g o & e 3 (ST R HRGE) B L2 8 - RAER

BT B A AR A AR A ) L G B A B

P d RFER B TRREL MG E

d 30 E R B REA] S R Ap ot R R o B AR

18 “Electronic Fund Transfer Act”, P.L. 95-630 (Title IX § 2001), November 10, 1978, 92 Stat. 3728, 15
U.S.C. § 1693 et seq. /
187 See 15 U.S.C. § 1693D - DOCUMENTATION OF TRANSFERS
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Pt B n AL FH TR ARTRL R
Ho ARl kL L E T A A - N e B B
AL ER R ET0 Ap g > FRE R AL AR L BE B
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i 5 % B4 % William L. Prosser 2 %32 vz (F R LED)
2R L BT 2 ARG T A (1)B A BEZ T S
B ETQBAEEET G BB AR ELT AT
DB (AR AR BHEEE T 2 A AE T X gk

FRTANE G 2R P H A AR LR 2 g
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188 See Nojeim, G. T.(2000), “Financial Privacy”, NX.L. Sch. J. Hum. Rts., 17, 81, at 90.

8 See Ireland, O. and R. Howell (2004), “The Fear Factor . Privacy, Fear, and the Changing Hegemony of

the American People and the Right to Privacy”, N.C.J. Int’l L. and Com. Reg., 29, at 671, 673.

See Sammin, K. T. (2004), “Note: Any Port in a Storm: The Safe Harbor, the Gramm-Leach-Bliley Act,
and the Problem of Privacy in Financial Services”, Geo. Wash. Int’l L. Rev.,36, at 653, 657.

See Prosser, W. L. (1960), “Privacy,” Cal. L. Rev., 48, at 383-419. #5|H 2% " ?Jal@/\ =gST
IhiEm 7 RE—im TEEIREEABERRE R, ZIDAEBEBRE o (B - 5 307 8-

2004 £—H - 4251 E -
192 «pestatement of Torts”, American Law Institute, 2" edition (1977), 652A-652I
193 bid. 652A(2)(a), 652B: unreasonably intrudes upon an individual’s seclusion
9% 1bid. 652A(2)(b), 652C: appropriates an individual’s name or likeness
Ibid. 652A(2)(c), 652D : unreasonably publicizes an Individual’s private life
Ibid. 652A(2)(d), 652E: unreasonably publicizes an individual to place him or her in a false light before
the public
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MRl E 2 p i3 % 1_3«1%‘?-%‘ Judith W. Decew %5 & 35 ¢

7 3L 'E  (information privacy) ~ 3%/ *£ 4~ (accessibility privacy)fr# £ *g
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Ak B4 FA TFH ) (data breach)T A 13 LE 45 M

TR AT A e R RN 5 B A T (individual identifiable data)
N R A RN N 3 R E S R

RS ELIER ISR - R R SRR SEEE AN T SEE

197 see “Olmstead v. United States”, 277 U.S. 438, at 475(1928)(Brandetis, J., dissenting) - #3|E 2l

(2004) ° JR3 % : "the right to be let alone — the most comprehensive of rights and the right most
valued by civilized men”.
198 See Whalen v. Roe, 429 U.S. 589, at 599-600(1977). RX D BlI% : ” avoiding disclosure of personal

matters”F]” independence in making certain kinds of important decisions”.

199 judith Wagner Decew, “Pursuit of Privacy. Laws, Ethics and the Rise of Technology”, 1997 - #85 | B[ #E

17 TIEAVEERIE ZHRE-DIEBDER SO o - (BURAZRTR) - 2000 F 12 B - H297-341 -

20 vpata Breaches Are Frequent, but Evidence of Resulting Identity Theft Is Limited; However, the Full
Extent Is Unknown" (GAO-07-737), United States Government Accountability Office, June 4 2007, at
Hightlines page
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T EEE Tﬁj (Framework for Global Electronic Commerce) ¥ # i&
P AR (T AF R R H R B ERARF KL AR
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201 7F 2004 EFH General Accounting Office " BET#8E | 225 Government Accountability Office - " I

REEWAZE -

See William J. Clinton & Albert Gore, Jr., “A Framework for Global Electronic Commerce”, July 1, 1997,
available athttp://www.technology.gov/digeconomy/framewrk.htm; See also Robert R. Schriver, You
Cheated, You Lied: the Safe Harbor Agreement and Its Enforcement By the Federal Trade Commission,

70 Fordham L. Rev. 2777, 2779 (2002) - #&5| 2 2% (2004) °
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BERFZZINTE DETRA O EREFTY 5 RABRBAFT
AL 2 B3> d % W £ 3%(U.S. Department of Commerce) £ & B #4
7% H ¢ (E.U. Executive Commission) i 1998 & B 4538 7 {5 3% » 37 Bl
2B AT A o B B AR T R AT
>#3 3% | (U.S.-EU Safe Harbor program) *** » # 3+ 2000 # 11 » 1 p
FAA e AR T 2B E | L - B B F (voluntary
program)®® » Bz _#& o 2R wh AR €2 EHIVUS. Department of
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Elliot L. Richardson 38 & » Mg T3+ 1972 & 2 Tip L Tl p # 1t k4

WEFHLA G (TR BT ARFELE ) AR BT

23 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement of
such data

204« s.-EU Safe Harbor Overview “ U.S. Department of Commerce, Available at
http://export.gov/safeharbor/eu/eg_main_018476.asp (Last checked on 2012/06/20)

295 See Safe Harbor Overview, available at http://export.gov/safeharbor/eu/eg_main_018365.asp, last
checked on 2012-05-04

2% see Dilascio, T.(2004), "Note: How Safe Is the Safe Harbor? U.S. and E.U. Data Privacy Law and the
Enforcement of the FTC's Safe Harbor Program," B.U. Int'l L. J., 22, at 399, 415(2004).

27 see Safe Harbor Workbook, available at http://export.gov/safeharbor/eg_main_018238.asp, last
checked on 2012-05-12.

28 The Secretary’s Advisory Committee on Automated Personal Data Systems
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299 See “Records, Computers and Rights of Citizens”, Health, Education, and Welfare Secretary’s Advisory

Committee on Automated Personal Data Systems, 1973, available at
http://aspe.os.dhhs.gov/datacncl/1973privacy/tocprefacemembers.htm - #5| B2 211£E (2004) °

210 "Privacy Act of 1974", P.L. 93-579, Enacted S.3418, December 31, 1974, 88 Stat. 1896, Codified 5 U.S.C.
§ 552a

21 see Ireland, O. and R. Howell(2004), at 674. - 85| B 2I1Z E(2004) -
212 see 5 U.S.C. § 552a(e)(1)
3 See 5U.S.C. § 552a(a)(4)

88



Gl B A2 g DYAL SN R R AR F

(Section 7)™ > £ RBnz & s 2 @ F) X LIEF R EHAEE S >

T

Bama FOAHRES G 2 ES ARl  FRENE L

N

BE & FA B 2B L AP R R

Hik P AR

N

FEE R FE AT HGETI A NER)PRERETIED o &

ﬁm

BRI GL FFADPRIFLES T BAREEBALAED >
PR G TIB R b bR T AR R R RO o BN P IRA B A
ERABREAREAEL2EB/EAEF BE AER > 2] -

ﬁﬁ‘?fy-*lir%&aﬁ'y,‘x]}’\?ﬁig—!z DEBLE A B Fe X T
LR BT 7 0k e (dire jeopardy)® o TF 7 i BN R ]G

O EFRERTREDEFEIZ B A E X 2HAE 0 P 2 EL

1974 & e (CEFHEE) B AEFEORRY £ - B2
Ui R IACB A TR B A B A LY p
LB EFIPEF OB A FRE ST FRB P EOREF
o (B2 ) % - F(Section 7) T L F FLFF IR AL E X 2 EL

Bl ® U o E A RS R a4 2

214 See 5 U.S.C. § 552a (note), Sec. 7(a) ,(b), available at http://www.justice.gov/opcl/privstat.htm, Last

visited on 2012/05/04

436 F.3d 74 (2nd Cir. 2006): Dianne W. Cassano, Plaintiff-appellant, v. Allen Carb, Arnold Lessor, North
Shore Veterinary Surgery, Defendants-appellees, twelve John and Jane Does, Individually, Defendants.
docket No. 04-6712-cv.

18 1bid.

Y Ibid., at 75-6
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221 "Drivers Privacy Protection Act of 1994", P.L. 103-322 (Title XXX), amended by 106-69, Enacted, as
amendment to H.R. 3355, September 13, 1994, 108 Stat. 2099, 18 U.S.C. §§ 2721-2725 -

222 18 U.S.C. § 2721 - PROHIBITION ON RELEASE AND USE OF CERTAIN PERSONAL INFORMATION FROM
STATE MOTOR VEHICLE RECORDS
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22 “Reno v. Condon”, 528 U.S. 141, 120 S.Ct. 666 145, L.Ed.2d 587

24 United States Constitution, Article I, Section 8, Clause 3

22 "Health Insurance Portability and Accountability Act of 1996 (HIPAA)", P.L. 104-191, Enacted H.R. 3103,
August 21, 1996, 110 Stat. 1936, codified 42 U.S.C. § 1320
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26 See 42 U.S.C. § 1320d(4)
27 2P FTC ML http://www.ftc.gov/bcp/edu/pubs/consumer/idtheft/idt10.shtm. (Last visited on

2012/06/17))
228 nSCOPE OF CRIMINAL ENFORCEMENT UNDER 42 U.S.C. § 1320d-6", MEMORANDUM OPINION, U.S.
Department of Justice, June 1, 2005, available at http://www.justice.gov/olc/hipaa_final.htm (Last
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229 nH|PAA Violations and Enforcement - Failure to comply with HIPAA can result in civil and criminal
penalties (42 USC § 1320d-5)", American Medical Association website. Available at
http://www.ama-assn.org/ama/pub/physician-resources/solutions-managing-your-practice/coding-bill
ing-insurance/hipaahealth-insurance-portability-accountability-act/hipaa-violations-enforcement.page
(Last checked on 2012/06/20)

93



FARFEH A RS BB A FTHEY 2 R R 2 4T

Lo F 2 RR Tt AR B AR o B LT IER R R

(EmIRAERAT ) FHERE S FREF DR RS

x4
N
|_\
&
s
\
W
\ (nnd
Y
\l-g-_
=
>~
R
2
(w
A4
=
B
[

(2 RE=R2L )5 155 % 94 F

22, 4z % 2 Ag Trpes £ EPpiFa 23, Hins [ A

20 Edward J. Janger & Paul M. Schwartz, “The Gramm-Leach-Biley Act, Information Privacy, and the Limits

of Default Rules”, 86 Minn L. Rev. 1219, 1222-1223 (2002) ¥E5|ERET - " =B ENBIAER
EREZATE ., BIBUAREAEIRELEREITE 2R - 2008 £5 8 -

21 Jolina C. Cauaresma, “The Gramm-Leach-Biley Act”, 17 Berkley Tech. L.J. 497, 501-502 (2002), #&35|E
FER 5T (2008)

%2 see 15 U.S.C. CHAPTER 94, SUBCHAPTER | - DISCLOSURE OF NONPUBLIC PERSONAL INFORMATION (15

U.S.C. § 6801-6809)
33 See 15 U.S.C. CHAPTER 94, SUBCHAPTER Il - FRAUDULENT ACCESS TO FINANCIAL INFORMATION (15

U.S.C. § 6821-6827)
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#4n 4 | (EU Data Protection Directive) ***2 % 2344 | 4308 8

AETEIR o FAL S (ERIRBFR A ) 22 S piEf

B4 DRIA  MIBESHEEE (Federal Trade Commission, FTC) ~ B4R FEHIEES (Federal Reserve
Board, FRB) * MM E#EEZIEF (Office of the Comptroller of the Currency, OCC), ISR IRIE A
SJ(Federal Deposit Insurance Corporation, FDIC) * & %532 5 Z& B & (Securities and Exchange

Commission, SEC) * ZEIE A& EtL &2 /5 (National Credit Union Administration, NCUA) * A E 18

PN

EIEF(Office of Thrift Supervision, OTS) M B m iR R 5 Z & & (Commodity Futures Trading
Commission, CFTC)

See Safe Harbor Workbook, available at http://export.gov/safeharbor/eg_main_018238.asp, last
checked on 2012-05-12.

Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement of
such data
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(BEBARLTIEEB) . 58 16

28 See Sammin, K. T. (2004), at 663. ##5|E T &3 (2004)

239 Dodd—Frank Wall Street Reform and Consumer Protection Act, P.L. 11-203, H.R. 4173, July 21, 2010
See 15 U.S.C. § 6821 - PRIVACY PROTECTION FOR CUSTOMER INFORMATION OF FINANCIAL
INSTITUTIONS and§ 6823 - CRIMINAL PENALTY

See 15 U.S.C. § 6821(a)
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3 social Security Number Confidentiality Act of 2000, P.L. 106-433, Enacted H.R. 3218, November 6,
2000, 114 Stat. 1910, 31 U.S.C. § 3327

See McCarran-Ferguson Act, Pub. L. No. 79-15, 59 Stat. 33 (1945), codified at 15 U.S.C. §§ 1011-1015

See Right to Financial Privacy Act of 1978 (RFPA), Pub. L. No. 95-630, § 1114, codified at 12 U.S.C.
§3401 et seq. (1978).

244
245

97



AR E P AP NG 2 @ﬁ%‘}ﬂ'%ﬂf—%ﬁ;%

o 23 (AR'EFIRE) RIHE LRPERBENSLE Z 2 4 RT

R ApE B ERRRIEE - £

FRiTH: BT B2 I FR &R F BT 1998 £ o

SR R L LT ER

EEE 15 A S : 1 2

BoTALEFERELEAEFELTE
Agglaa® (gt tz)(ERF2) 2 (2T

TEE) o AR E £ REF L RO SR B R R

EYijJ Fmpnglﬁr°

b
3

AR (AR EEE) HT
Sy

S RN B ERT R AR

\’_’

:\

His Fla PR » R £ F M IR
%ﬁ,uiﬁg%&iﬁﬁﬁﬂ%fﬁﬂ 2 EE o FRIENGES 1T

¥ ¢ (Board of Governors of the Federal Reserve System) ~ 5 2% 3 3% if-"%

AL

(Federal Deposit Insurance Corporation) ~ & i *g 32 £ (Office of the

Comptroller of the Currency) % #& R & 72 & (Office of Thrift Supervision)

FEMAEIM T AL g n2 RS T 3 1998 F 12 7 7 P ik

GRS NN

ns

P

(Know Your Customer Rule)®*® > #p #: TR (F

B8 202 £ ) 12 U.S.C. §1818(s)2 4 7% o

2% See 63 Fed. Reg. 67,536 (proposed Dec. 7, 1998, withdrawn Mar. 23, 1999)
247

See 12 U.S.C. § 1818(s) Compliance with monetary transaction recordkeepi.ng and report requirements.
BIERHB eI ERAL R ERTRMEBERT —ESEERNRE RRETEERSKHE
THEFIERE -

98



I RIS A NINE = SRR S A E A

T- BRR > mEGABEES 2 RS S (FRRE) (Bank

Secrecy Act)*®z_#2. B > 1lgkpe ¥ ERBEL AT <& fren
BET S PHCRKS ERGTHE A o SR RRLE T
ﬁ/ﬁl%’ljf’ﬂi%{@ﬁﬁ‘aj»iﬁ{@ PEFE T RZEEGFTG

s L IR T TR

N
\11
I=
(fei-
P
N
1IN
N
5
(Vo]
o
>\_
\*Al

BRFIE AL B R BRS A i > R L (TREZ) A

oL
‘v

[e]

o

£W*2001# 90 11 p g2 911 B e E 21 H g o

Flt o FRRE 2001 £ 10 26 PR E (€ HF2) (USA
PATRIOT Act)™» # it § »%c B s Fh 2 L RS 4 (8§ WF )
POEEAR TN EEBE AR A ;*3’;%1%3’ Moo XK BN

i
Fhs FhEE KT L8 BT ELES

VIS L
T ";‘}T’J;Ff\f[iii;‘%oﬁbﬂ,,\]}L,;]}AQﬁﬁép”\%y\@@ﬁ;,<<Ag§;

FEi2) P& R ARG URRE g2 (g 2 R0 -

ET LA F M AR 1998 £ 12 7 7 PR ETL AL E

8 see Bank Secrecy Act, Pub. L. No. 91-508, § 221, 84 Stat. 1122 (1970), codified as amended at 31 U.S.C.

§ 5313(a) (2006)

See Ireland, O. and R. Howell (2004), at 677-678.

20 “Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and
Obstruct Terrorism Act of 2001”, Pub. L. No. 107-56, 115 Stat. 272 (Oct. 26, 2001).

249

99



AL Flk g G R A RS ey (S RF2) P LERBHERS
2T 2R 2 8k FREIAE A K2 o Hp
FERRE GRAEE LA TG k7 R SO M B R TR
M AIER SR TR o T ARBHRT S - TR AT ¥

R4z T & 2 pinit4 | (Customer Identification Program)®? o

%]

TE ARV A AMID ZBIA LA (- )E S PSR

(Z)EPFHMEIL GREE RS LABPFRILFTAE;

T

fr(Z2)EFESFRAY APERE & 3 AFUr TR ER B 2
PEE I NZ LHEHPN cH P R -2 2 LR .E/Ao\;f,g?f
FRE LM Ge(EREE)E 326 ETHB(ARGFR )R

FhAmiE M T L ARIBEIILE S P RART S LA 2 K

TS HPFeRTIANEE (AL (202 P (3)n o m

T

f@ El'.pl\.x'[a; A LE‘;‘.”LF;‘ ’% 4—‘1"—3’% T3 4 -;H?- ArEs 1 TEH-AT EJF& ET—PM—- 2R

Yorr nk ~ H RS2 B 1 iR A

-

S B 5N Ao A R AR

RELFET AR B R RER R () A BT fid

FH AR EF TR TR L ABF AT B B E S
BT RES BT BEEEF AR TG RSN >

51 See Ireland, 0. and R. Howell(2004), at 677-678. ##35|H F&5:#(2004)
22 See Financial Recordkeeping and Recording of Currency and Foreign Transactions, 68 Fed. Reg. 25109
(May 9, 2003), codified at 31 C.F.R. pt. 121(b)(1).
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Policymakers", Federal Trade Commission, March 2012, at 21

% Ibid., at 15

> Ibid., at 24
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http://www.federalreserve.gov/boarddocs/srletters/2001/sr0111.htm (guidance on pretexting and
identity theft) (Last checked on 2012/07/29)

8 Securities & Exchange Commission

%4 Securities & Exchange Commission, CF Disclosure Guidance: Topic No. 2, on Cybersecurity (Oct. 13,
2011), available at http://www.sec.gov/divisions/corpfin/guidance/cfguidance-topic2.htm (Last
checked on 2012/07/29)

%5 |nformation Security IT Examination Handbook, July 2006. at 3
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