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Abstract

After implementation of the National Health Insurance (NHI) IC Card
on January 1, 2004, the trend of e-health, including enforcing a national
electronic medical record (EMR) system in Taiwan, is reminiscent of
Julius Caesar’s words when he crossed the Rubicon, “The die is cast.” The
return point has been passed; there is no return.

Nowadays in Taiwan it has become routine in hospitals and clinics for
medical practitioners to use a digital authentication or signature
transmitted via a computer scan of an NHI IC card to register patients for
diagnosis and treatment, and for administrtive staff using Virtual Private
Network (VPN) to file fee claims. Furthermore, the Taiwan Department of
Health has announced its implementation of the EMR system and has
pledged that, in 2011, 80 percent of hospitals and clinics will start to use a
more comprehensive EMR system and 60 percent of hospitals will be able
to exchange EMRs.

However, while Taiwan’s government is very proud and eager to
enforce the EMR system, an increasing number of people doubt that
adequate regulations have been put in place to protect against the violation
of patients’ information privacy rights.

This paper first reviews all former DOH projects related to EMRs, and
Interviews nine industry, government, and academic professionals who
have EMR experience. It next argues that the current laws and regulations
In Taiwan cannot provide sufficient protection of patients’ privacy rights,
especially with regard to information privacy and autonomy. This is a
cause for concern for patients and practitioners who are leery of further
EMR implementation or development.

This paper proposes a controlling mechanism for patients’ autonomy
that will empower patients to determine if they want to electronize their
medical records, where they will store their EMRSs, and if it is in their best
interests to set up an index and allow the transmission of additional EMRs.
Moreover, patients will have unrestricted access to a log of all users and
uses made of their EMRs and be able to set up their own privacy
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preferences with opt-in and opt-out choices.

This paper concludes that the controlling mechanism for patients’
autonomy will solve the current concerns about the implemenation of a
national EMR system and improve patients’ ability to enforce their
information privacy and information autonomy rights.

Keyword: national electronic medical record (EMR) system,

information privacy, information autonomy, patients’ rights, EMR
controlling mechanism for patients’ autonomy
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( There must be a way for an individual, to find out what information about
him is in a record and how it is used ) ;

3 BARFF PG HFALEBAFTHENALEARILIT S RP i
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organization creating, maintaining, using, or disseminating records of
identifiable personal data must assure the reliability of the data for their
intended use and must take reasonable precautions to prevent misuse of the
data) o

HIBvUEGe s TR R, (Openess) " # % & B | (Disclosure)
"#& * R Pl (Secondary Use)~" £ i+ J B , (Correction) & T % }_b'iv A
(Security ) ¥z 7 I B A TR APM EERP > 3 L F BT R R
Aip o (HERYL I MM EFEERET REPBEY

Sz giEa¥R

TR EP AR RN AR S RERY A raEr 33
BRAEFEZ SR 6 Y BEB B BT b BRE Y HOH

% U.S. Department of Health, Education, and Welfare, Secretary’s advisory Committee on Automated
Personal Data Systems, Records, Computers, and Rights of Cltlzens o ErR EW‘
http://aspe.hhs.gov/datacncl/1973privacy/Summary.htm “SBE 512010 F 6 F] 8 1) e

¥ Privacy Rights Clearinghouse, A Review of the Fair Informatlon Prmuples the Foundatlon of
Privacy Public Policy, fi’fIb* www.privacyrights.org/ar/fairinfo.htm (@?Eﬁ 12010 F 6 £] 8 [ 1 )o
0 Daniel Solove, et. al, Information Privacy Law, (2006), p.36.

12



Wi iR KR R PR R

Pldcd B & 2 % - A iE~ > RASHAIAL AT R T H o RS
d R Lo g TRE A ER G BT AER SRR m AR
BB R CHETHPI NNREA D A B AT ] £ 2SRy
& R eS| (Congress shall make no law respecting an establishment of
religion, or prohibiting the free exercise thereof; or abridging the freedom of
speech, or of the press; or the right of the people peaceably to assemble, and to
petition the Government for a redress of grievances.) ;- 7k m £ W& % 2 F t
NAACP v. Alabama, 357 U.S. 334 (1958)%% 2 @ » Tz 2 % - WA iE 2 IR
ART RN RS B L2 pd T B N ik R Y IR
w2 #ko £ 4 2T ¢ A AR F aE ¢ (the National Association for
the Advancement of Colored People » i - NAACP) % i=H >3%¢ B - H 2
7% i & 7 112 f Shelton v. Tucker, 364 U.S. 449 (1960)°% # » 7 27 4 ¢

v

NEEEREFTARAFI T AP r AL P2 ABER2 F5EE
44

mRZHAEY RS LEALR Y (TEREL S A{r TR > A
WEIARFT » A BAE GRS 5 AR ",ﬁ%?k—ﬁﬁié BERTITE -
7 18 p {7 ik & (No Soldier shall, in time of peace be quartered in any house,
without the consent of the Owner, nor in time of war, but in a manner to be
prescribed by law.) ;; % = 3 4F if > Rl E M >3k fododf ik (T A A B 5 BF
ALNEHN2 B P % >0 2 X B2 R {odadf ] IR
LRGN S B B L RN & R N A LR
% e B & B dRdf A R L Fdod s 50 BRI PR S5 04 (The
right of the people to be secure in their persons, houses, papers, and effects,
against unreasonable searches and seizures, shall not be violated, and no
Warrants shall issue, but upon probable cause, supported by Oath or affirmation,

X BIEE Y Jﬁ@'ﬂ/ AN EY E’l%;[aﬁl[ﬁﬁﬂ%’ﬁi’iﬁf:ﬁf‘ EJ (U.S. National Archives and Records
Administration ) ﬁﬁ[ﬁg‘l » http://www.archives.gov/exhibits/charters/bill_of rights_transcript.html (&34
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Conventlon for the Protection of Individuals with regard to Automatic Processing of Personal
Data » = ¥ %[l http://conventions.coe.int/Treaty/en/Treaties/Html/108.htm
il - 2020 # 6 £ 17 £ 1) -
VYRR S BT84 5 AT 46 1] (~ ) [l 54 1346 -
8 Collection Limitation Principle: There should be limits to the collection of personal data and any
such data should be obtained by lawful and fair means and, where appropriate, with the knowledge or
consent of the data subject.
¥ Data Quality Principle: Personal data should be relevant to the purposes for which they are to be
used, and, to the extent necessary for those purposes, should be accurate, complete and kept up-to-date.
% purpose Specification Principle: The purposes for which personal data are collected should be
specified not later than at the time of data collection and the subsequent use limited to the fulfillment of
those purposes or such others as are not incompatible with those purposes and as are specified on each
occasion of change of purpose.
°1 Use Limitation Principle: Personal data should not be disclosed, made available or otherwise used
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5. % 2 ik FE),%! Al (Security Safeguards Principle) : 3t 4 Tl 4B~ &
T2 % ORI 0 AR R S R A

6. 2B &R (Openness Principle) : $1% iF 4 Tz g2 » ok - & F 5 R
PlOB2 Fof o GldeFAE A4 42 B b T2 B4 - B AP hE T
M taw o g%,

# £ %4 R B (Individual Participation Principle) : F#lz & 4 5 {4
[ ‘a‘fﬁ Pz TR TR s e TR #jﬁiwlh’ﬂ
ZFEHATFFARE ERYFE R KR wE B AL RN F
ERERRAFTHEARIELEFrEd ¥ 5 AR g B Ry 2 FER
BT R R R E AL

8. ¥ &Rl (Accountability): TH FIL 4 s f &= #f LA RAIZ %

m 2010 # 57 26 p gt Fecf THAFAGEE 2 FEd Py
Pl A 4o % 9 2 (European Union )+ 1995 & 10 » 24 p i #62. [ i
X ’F?f}ﬂiﬁfgia‘ﬁ 4 | (Directive 95/46/EC of the European Parliament and of
the Council of 24 October 1995 on the protection of individuals with regard
to the processing of personal data and on the free movement of such data )

for purposes other than those specified in accordance with Paragraph 9 except:

a) with the consent of the data subject; or

b) by the authority of law.

% Security Safeguards Principle: Personal data should be protected by reasonable security

safeguards against such risks as loss or unauthorized access, destruction, use, modification or

disclosure of data.

% Openness Principle: There should be a general policy of openness about developments, practices

and policies with respect to personal data. Means should be readily available of establishing the

existence and nature of personal data, and the main purposes of their use, as well as the identity and

usual residence of the data controller.

* Individual Participation Principle: An individual should have the right:

a) to obtain from a data controller, or otherwise, confirmation of whether or not the data controller has

data relating to him;

b) to have communicated to him, data relating to him within a reasonable time;

at a charge, if any, that is not excessive;

in a reasonable manner; and

in a form that is readily intelligible to him;

c) to be given reasons if a request made under subparagraphs(a) and (b) is denied, and to be able to

challenge such denial; and

d) to challenge data relating to him and, if the challenge is successful to have the data erased, rectified,

completed or amended.

Accountability Principle

% Accountability Principle: A data controller should be accountable for complying with measures

which give effect to the principles stated above.

% ﬁﬁ’”“?fﬁﬁij‘ﬁ%aw% VAT A (Treaty ofMaastrlcht) ey s ) 27 lﬁfﬁ AR ]
SEfIENT FYHAffE! > http://europa.eu/index_en.htm (19 JEJJ: 12010 F 6 K| 17 F1)
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and security of processing ) ~ i 3F & #% (notification )~ 45 % & % & 7% (liability )
Fop Mt TR AL EARFRR - BB AFTERELERL
FWH ZRTHPEA AR T R fﬁw%ﬁf’ﬁﬁﬁﬁﬁiﬁ » e H
RS RIETFHZ P NE G URETHREFI AR EAARELRATH
p£~W%%% °

'¢ P2 E AT O NRIRATE L L DB A FTAEEE P R
2wt TER % ‘f E N RN B AL

1. *24] % & & Bl (Collection Limitation Principle ) :

(1) s+t E A T (SR BT 47 B R & F A
EERAZ PEDHFZBATH) RAZELE > W TR o
%%%ﬁﬁ%ifﬁz£>ﬁ%%%6%iéﬁ%Mij$i&éﬁém
R N AT 2 5 R o) #H#é’“-pg%‘?ﬁié“ﬁﬂ”ﬁﬁ
2P AR ENET A G R B A (% 6E)

(2 H¥ oL WEAEF FXLP D 232538 TREFZIHRILL
f”f]]’\ TEFEAZIRE CTHTEAEFARDT B 2 - (%
15 %) ;

N

bh’gi’\J?f- R R ES '—gi’\pﬁéf' , A
2RI ¥ or ﬁkf#éﬁ\*;}mﬁ““v 5?4#?;5%’4}5‘%11; TR EL

Bl R T ESEAEF R TR A TR - R
“i’ﬁ%??ﬂ‘*’\i%i/" @A) B L EREELEAJIEE P A ),
He 2z - 53 (% 190%)-

FAR % A p (Data Quality Principle) :
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%" Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on the
protection of individuals with regard to the processing of personal data and on the free movement of
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3. B e g2i R P| (Purpose Specification Principle) :
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7. B 2 %4 R B (Individual Participation Principle) :
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Barry Furrow et al., Health Law, cases, materials and problems, 2004, p.714.

Barry Furrow et al., Health Law, cases, materials and problems, 2004, p.715.

HIPAA, Pub. L. N0.104-191, Sec. 261.

HIPAA, Pub. L. N0.104-191, Sec. 264(c)(1). “(c) Regulations.--(1) In general.--If legislation

governing standards with respect to the privacy of individually identifiable health information
transmitted in connection with the transactions described in section 1173(a) of the Social Security Act
(as added by section 262) is not enacted by the date that is 36 months after the date of the enactment of
this Act, the Secretary of Health and Human Services shall promulgate final regulations containing
such standards not later than the date that is 42 months after the date of the enactment of this Act. Such
regulations shall address at least the subjects described in subsection (b). (2) Preemption.--A regulation
promulgated under paragraph (1) shall not supercede a contrary provision of State law, if the provision
of State law imposes requirements, standards, or implementation specifications that are more stringent
than the requirements, standards, or implementation specifications imposed under the regulation.”
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migE? RS- LRAITEB L o LR E #\E‘Effurﬂ?ﬁ AV IR ERT
MARBE PR 3k, TRER 2 A 2 d fd 2 O R REEINE T~ & Bill Clinton
5% 43 iz 2 Wi e George W. Bush £ #74f £ % %%t ¥ % (the proposed
rule) # S k2 9 PUE Barig v & B85 T B AT SRR F R T R R R
£ % ( Standards for Privacy of Individually Identifiable Health Information ) ;>
B P A5 HIPAATIEf 4 | (Privacy Rule) h¥ f T £ &
S0 B0 2002 £ 80 14 p R AT o

o2t A HIPAA P& s 2 2 SR TFR T
% 2 & (24L& (standards to enable electronic exchange) ;~ ¥ x>
# (security standards for health information) -~ T %5 B B A FESRE (a
standard unique health identifier)) | » 4 %]+ 2000 # 8 *» 17 p ~ 2003 & 2 *
20p ~2004# 1% 23 p >l F ol 56 HE IR f@ﬁ%%}%i%( Health Insurance

29 HIPAA, Pub. L. No. 262, Sec. 1173.

20 HIPAA, Pub. L. No. 262, Sec. 1174.(a). “(a) Initial Standards.--The Secretary shall carry out section
1173 not later than 18 months after the date of the enactment of the Health Insurance Portability and
Accountability Act of 1996, except that standards relating to claims attachments shall be adopted not
later than 30 months after such date.”

21 Dana McWay, Today’s Health Information Management: An Integrated Approach, 2008, p.56.

%2 Daniel Solove et al., Information Privacy Law, 2006, p.379-380.

233 %%#K%%tﬂﬁ (Privacy Rule) 2 ¥ ' i it w0 i,LEJﬁ"%‘EB (HHS) Affp1 ™ -
http://www.hhs.gov/ocr/privacy/hipaa/administrative/privacyrule/index.html (i}ﬁ%ﬁ%ﬁéﬂ 12010 F 6
EJ20F1) -
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Reform: Standards for Electronic Transactions) | 2* ~ T -;5 -‘}%‘ fﬂ-xﬁ E L% R
® (Health Insurance Refrom: Security Standards > 7f,a_ jpw ( Security
Rule);) ; ®° ~THIPAA {#cse /s fij 1 Fﬁ B BB B i ER N S N A2
(HIPAA Administrative Simplification: Standard Unique Health Identifier for
Health Care Prividers ) ; *°% L -

He T3 318 %J # 2% (Standards for Electronic Transactions ) ; £ & R4
FoRmRESE L B Fof 6 R T 5 T4 L (Electronic Data
Interchange » # # EDI) » $3* 5 &7 ~ ﬂﬁ% ;g CHEE L BIRA RIS
— FENSAE R FRN 2 ks I TR e e Q%J RN
# (‘Standard Unique Health Identlfler)J @3

B F

?ﬁ’}' L fE e R m{zr-lﬁ
}%%Fiﬁki?“ it i r}v}}ﬁf?fﬁ v = ﬁi A > R L S Y
B R R R e 7yt

AR > HIPAA THE 42 4= (Privacy Rule) ; fo 4 > 24
(Securlty Rule)ﬁ’ w3+ },%&'pf‘%f FE B L AIM A BANUT A A 2o

¥ 25 HIPAA g #4
- %

2002 & 8 * 14 p Tfp = # 1 HIPAA *E L4 (Privacy Rule)» £ % %
it mﬁd £ RF R Berr 2 A0 BB HERK 2 AR B RREAS L U R Wi 2 gh

%'i '“"‘%7|r+1«—~§'ﬁn»,}?:,&f§’l/_§’gj\4,£ g ﬁf)%;ﬁ&*g?,é;?;\,
PSR 'ﬁi@ﬁ?’@m}%fﬁéﬁ s B A %}%"“"‘%7 sg?‘%%ngSO

234 R 15"%9' fiifirls i ( Standards for Electronic Transactions) [V 2 < ' i S ¥ » W * (il
o (CMS) 1{ﬁgﬁ EB« http /Iwww.cms.gov/TransactionCodeSetsStands/Downloads/txfinal.pdf (1F4
E’ P £ 2010 &7 6 F] 20 1)«
3 WN’ = A (Securlty Rule) 2 v i<t W S H 151 (HHS) 5 °{ﬁ§m§9 ,
http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/securityrulepdf.pdf (35 l]u Eﬁ fH] -
2010 F 6 £ 20 [ 1) o
20 Ry gy (Standard Unique Health Identifier) v = < [t v it~ 0 d ~ g e
(CMS) a’“:[ﬁ‘giﬂ #Y » http://www.cms.gov/EmployerldentifierStand/Downloads/empl Dfinal.pdf (le
P £ 2010 &7 6 F] 20 F1) -
37 B~ Transactions and Codes Set Standards = Identifier Standards for Employers and Providers 1/
mf LSl 0 2 H U (HHS) 5 [ﬁg
http://www.hhs.gov/ocr/privacy/hipaa/administrative/other/index.html (lﬁﬁéﬁﬁﬁ 4 : 2010 & 6 %] 20
FI)e
28 it S HAOH (HHS) HIPAA IR AIESTF I -
http://www.hhs.gov/ocr/privacy/hipaa/administrative/privacyrule/comment.txt (ZF‘ Eﬁ [H] 1 2010 * 7
FI10 E1) -
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AR 2 2 (fE2 & T4 ¥ 9 (Covered entity - f £ CE) )
&35 T :';5 K %%+ % (Health plan)  ~ T :';5 B T 3% 2 #4845 (Health care
clearinghouse) | ~T 1 ¢ + = ;% &% FREASH G L HnF o Rkt
(Health care prowder Who tr ansmits any health information in electronic
form...) ;i % B @ g = 58 4 %*"F’“ oEARL ke £43 & 17 4 (Business
associate ) ;= # 4L4= & 484 RIL T F 4 F 3t (Health information ) | 2399

"ig 4 ¥ 5% F & 2 (Individually identifiable health information ) 202 T %
3£ ¥ % 731 (Protected Health Information » f 4 PHI) | **

BB HIPAA 4 gk Lk v A Lje s 2 3040 T o k% weifjedr
BAEY A AT AEEBAL .

N

£

B

\\\Xr

\ﬁ»

$o 5 FRErEBLE

A A HIPAA "R R T 35 B A 1%55@3%%17\%
B Tr (Use), *Peisiget Tdm@ (Disclosue) ; *®a fasgal » & #-l
* 2P %A S Tisk - &~ FF (Treatment, Payment and Operation » f§

29 45 C.FR.160.103. t345 1 1 Ffﬁ“?ﬁ*ﬂﬁ LY - PR IEEE - B *Fhf%&* S
A PI  il - SPRLR 5 QORI IR B 5l [ B S ot 1
?* B Nm;» fit S EARVE N O N '“%‘ﬁi’g‘iﬁﬂﬂ > R H A AT I/Fuﬁ?eﬁif,&@j .
B S SN F&@Eﬁ L8 y (any information, whether oral or recorded in any form or medium,
that: (1) is crated or received by a health care provider, health plan, public authority, employer, life
insurer, school or university, or health care clearinghouse; and (2) relates to the past, present, or future
physical or mental health or condition of an individual; the provision of heath care to an individual; or
the past, present, or future payment for the provision of health care to an individual. ) -
240 45 C.FR.160.103. L5 bT T HRpB e YA~ fﬁ 0y WESE H’g PEY R ELHEE ST hﬁ;ﬁﬁﬁlr s
#l IRl A ﬁﬂ @ r “?‘fﬁ"f%%@ﬁﬂ @%IMHWL W R ﬁgﬁ\}wﬁﬂ* f”’f#
B2 EUAs RN T N R E NN i S S I u\@@%}ﬁ[kﬂ;d » W E T
Eﬁ% S 31'& L ﬂr‘;‘/%@% kTR e () R o) VR fl‘/ﬁ(ll)
Jo 3 EIARIE PR iy > 255 @t (information that is a subset of health information,
including demographic information collected from an individual, and: (1) is created or received by a
health care provider, health plan, employer, or health care clearinghouse; and (2) relates to the past,
present, or future physical or mental health or condition of an individual; the provision of health care to
an individual; or the past, present, or future payment for the provision of health care to an individual;
and (i) that identifies the individual; or (ii) with respect to which there is a reasonable basis to believe
the information can be used to identify the individual. ) -
1 45 CF.R.164.501. FL A FfiEpL T * ﬁ?%%@ﬂé* ( Individually identifiable health
information ) ;> {FIEE=[1- F%‘%ﬁ”ﬁﬁ\@ﬂjw %3 (Family Educations Rights and Privacy Act) |
HIE S L] ,bjyeﬁfeﬁﬁe%a@ve
2 45 C.F.R.160.103. fﬁr”]ﬁ“ TSR ARG ST S 0T R E R fﬁg’ﬁﬁ,ﬁ%}
Pri’ sl ~ £po7 I gdcerat (Use means with respect to |nd|V|duaIIy identifiable health
information, the sharing, employment, application, utilization, examination, or analysis of such
information within an entity that maintains such information. ) - |
4% 45 C.F.R.160.103. SR TR OV PRSI EGE R BT P
Fier (Disclosure means the release, transfer, provision of, access to, or divulging in any other
manner of information outside the entity holding the information. ) -
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FLTPO), % TR pAnm pchy o2 (2B RAnm B en o o 330 L A5
AR EREFRTI (PHY) #Er 2w g R AR TR
(Consent) ; ¢z % 1 M $24¢ (Authorization) > # & 2 ¥ &7 f (7§

ﬁg\@g%@;}%/\ e (257 %35 - K REBEFE ) w—"zﬁlzz =5 ]
REFFERAZE (FRIFELIRT SBG )

R z&*“rzr)%“*n‘ (TPO)JE‘EF%“%‘#M?P*J 2 F
"%‘ﬁ?a%%’* EAEY AN A S R ;};3 2R Mo m A I'%g
FeApB P oeh 0 HR AT ABEA TR 2 4 (marketing) | 2> A G
SF R F e § e ILisdg k& (psychotherapy note) “opr s pl- 2R A
B A ARG S TRl A APIMER Y AMBL FEFRT
W(PHDPFF g 2% 4 5@ * § ] "LR 2 2 & F 3 (Minimum Necessary )
AR G p Ao

Ao A TR f”%A@%%%P*wéﬁﬁizﬁ,a

B p F a4 TeR2 &1 (Coreelements) | 4 T30 * A0 G
FRzfdmp @i isv“* LR e A

G2 P T AJBB2 B L FFALE Lfop B “248, nE T2
% 2 %P (Required statements) ;» M st sEF 10 2 & fiew g T F E R E
R e~ B P BRI Ry T TR T E
g2 R RPFE ) BT REF RR Y R 22 3 (Plain
language ) 2 > i 4% @l & B 4 g 5

RO IWJT}“” Pl 2h s HIPAA SE 42040 ch S 300 RP) g 5 B oh ot
%i%%ﬁf%wwﬂﬁﬂﬂw)méﬁﬁﬁﬁﬁm,m.m@@%AF%
B L AT B R e R g R AU e T e Lk g
LR RAE T RN A & A R L

244
245
246
247
248
249
250
251
252
253

45 C.F.R.164.506.

45 C.F.R.164.508(a)(3).

45 C.F.R.164.508(a)(2).

45 C.F.R.164.508(b).

45 C.F.R.164.508(c)(1).

45 C.F.R.164.508(c)(2).

45 C.F.R.164.508(c)(3).

45 C.F.R.164.508(c)(4).

45 C.FR.164.522(a). i fif T “IRfe I [EHON I e #ﬁ!ﬁq JL 45 C.F.R.164.502(c).
e A 91 ”“@mﬁb“ffmﬁ 7R AP AR~ i

R | H ST - T‘Jﬁ”#y@@“ O RED F19 > i ﬁﬂéﬁ 55 i 2B B Thomas
Jefferson Universality Hospital A I [l I 4SRE @éfl =3 ﬂﬂl ( Notice of Privacy Practices ) °

http://www.jeffersonhospital.org/About-Us/notice-privacy-practices-ch.aspx (IH jE\JJ: [H] : 2010 # 7

18

F1)-
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5., 267
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aaa
3;4 <
poast
~i*
34
3
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L
3

14, FacEd » X e

¥

In
2k
=
~
1»&.
T
i

DEAELEE e p o~ G E o NA R 2w P

SPEEFT O RS A% L R ¢ (Institutional Review Broad » # #

’

i HIPAA S F PR 5 A F0E L R R TR T e

£ ¥ 4r & (Right to notice ) ; 2
%ﬁ T 27 48 £ ¢ (Right to access) ; **°
i #cf# (Right to amendment) ; 2"

I A

254
255
256
257
258
259
260
261
262
263
264
265
266
267
268
269
270
271

272

45 C.F.R.164.512(a).

45 C.F.R.164.512(b).

45 C.F.R.164.512(c).

45 C.F.R.164.512(d).

45 C.F.R.164.512(e).

45 C.F.R.164.512(f).

45 C.F.R.164.512(g).

45 C.F.R.164.512(h).

45 C.F.R.164.512(i).

45 C.F.R.164.512(j).

45 C.F.R.164.512(K).

45 C.F.R.164.512(1).

45 C.F.R.164.514(e).

45 C.F.R.164.514(f).

45 C.F.R.164.520(a).

45 C.F.R.164.524.

45 C.F.R.164.526.

45 C.F.R.164.522(a). ~w4/#i= f}ﬂ | %"g FE R (- R
45 C.FR.164.522(b). ' I:f!) F RERrse: Eares i FT AT o

114

4] * & (Right to restriction of uses and disclosures ) ; 2™
#u1% 5 %4 (Right to confidential communications ) ; %"
# & % &3 24 (Right to an accounting of disclosures) ; *"
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7. ¥ 4 (Right to complaints) ;
8. #cw ## (Right to revocation of authorizations ) ; *°

B dh@ e S R AR A R RBP4 G RpF o iR G
for e # (200941%%,2 BrizEpT) s FEadl
1 @i
2. Bl T ALHE R 2 Ay (EHRT);
3. MR G F R T L f
4. MA@ P e fiit > WG R E R

Fri APHLLED

HIPAA PE gk g 2 B P - B £ & chkas ﬁ%’gﬁ FH A
PR E ¥ FEf A g/ /& (Privacy Official ) » £ § 41 B 2N
TH RO AR BN FORE78 o PR R R R R T Y
% © (Contact person or office) » 12 f F &AM sr ~ AR > T BF 2 3
Bbp A 2R Rt MRS 2 T ard (Notice) y 2 p 7279 o i ¥ 3%
FEFLE np};jﬁgﬁa BEE v f.,;&}vygf%%,;\ e ;f‘»\ﬁjﬁﬁﬁ‘-_,ﬁ B

1EFRT VIR0 R RREE PR E £ 3281 o

fi HIPAA " g & Rea ¥ o - B £ & x4 L2 Fgp A Bt H
EREAMES L TR e s TP T R &% (Notice of
Privacy Practices > i ﬁ;é Notice)J 2 Mg e (Notice) > i ¥ £ F

Mk B §p A B XRF MBS PR RS R
Yo Pl e LA g.\,/g A IE R LFL% 3 %é"bt’xirr-ﬂ’ pencnfd 8 4 % o
" E }%Aé—}*“ﬁxﬁo—gf}%ﬁ‘;ﬁf BHEX R i ARG T

GAT R NP RS N2 4 e p 282 é;& b /iﬁ"%‘ MR T LR
- Iy,{g}?i&ﬁﬂl}.\#fé*ﬁHlpAA‘ f"’ﬁ_ﬁw Hée 51 {ﬁl%figﬁ%:}%?&g%;
%*#ﬁv%%# IR AU T ;mz»ww;t%«u@umw%rav

% (Plain language) % 8%, 11&4;};@_% L B AU T i

273
274
275
276
277
278
279
280
281
282
283

45 C.FR.164.528. /f * | igfife [ IGh:pE 6 55 [ /il
45 C.F.R.164.530(d)(1).

45 C.F.R.164.508(b)(5).

ARRA, Pub. L. No. 111-5, Sec. 13405(c)(1)(B). 173 F5T-V fii{fi' % bL 4 - «
45 C.F.R.164.528(b)(2).

45 C.F.R.164.530(a)(1)(i).

45 C.F.R.164.530(a)(1)(ii).

45 C.F.R.164.530(b).

45 C.F.R.164.530(d), ().

45 C.F.R.164.520.

45 C.F.R.164.520(b).
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(A description, including at least one example, of the types of uses and
disclosures...) %> v f i 4 2 2 2%

$ 235 HIPAA th 2 2§

- % M

m%EZH20B%2%$Fﬁmm%$£%%agﬁ&&gi_%
RHFRFTAOR L 2ARE B Y @ Erp 2§ AR
ﬁ‘ﬂ 2_% > ¥4 (administrative, physical and techical safeguards ) - x&’—%%
BIE RS 8-V A S & A F R 7 ik 5 12 (confidentiality) ~
1 (intergity) £ % >+ (security) 2«

Mo+ 18 78 en% > 45 # (Security Rule Standards ) ¢ 7 3+ 42 78 i *
4> (Implementation Specifications) - # ¢ 3 2097 & £ R 41 WL F & &
=2 Tk (required) R P 22F R B7 L& p LR GpRREF w21
R4 > a dlZ L3 HpL T HFFASF2 03 (addressable)%ﬁqavf”o
L@:ltmi‘,&‘,&m—!z Nx‘%ﬁ@dﬁdﬁ‘w PR P B AR 4 2

TMIEF o7 2 0 & D (Securlty) gr2 4 (Privacy) = B g4z & Ap 2~
A s c HFEG EEE P B RR LR S AR R L B a3 Y
HoRT2ZEE LFL?" FAE LA ?_‘JP"’?@ Lk L j\g@],/g_fﬁ}%—
LFAEF 2 Rp HP0

FoA X afwaedl
do b AT BN HIPAA % 2 AR H F 7 A S 2 34 B blheT
1. g 2% 241 (Administrative Safeguards )

(D # % > ¢z A (Security Management Process) | ¢ 7 $40 ¥ % 7
i % 1 (confidentiality) ~ & 7z 4+ (intergity ) £ % 2>+ (security) 3 £ %

284 45 C.F.R.164. 520(b)(1)(ii)(A).

25 I B IEA e T fﬂpi' i 32 %3 B #7| Thomas Jefferson Universality Hospital H it

A » [l 258 -

0 St W R H AU (HHS) HIPAA 9 & HIETIF -

http://www.hhs.gov/ocr/privacy/hipaa/administrative/securityrule/index.html (l]u Eﬁf’gﬂ 12010 # 7
IO

%87 Kevin Beaver and Rebecca Herold, The Practical Guide to HIPAA Privacy and Security

Compliance, 2004, p.163.

288 Kevin Beaver and Rebecca Herold [ﬁjﬁrjﬁ%ﬁ 136 -

%89 45 C.F.R.164.308(a)(1).
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2B 8% 42 TR %A 47 (RiskAnalysis) 20~ i s 0 b h e b 2 2
"k % ¥ 72 (Risk Management)J291 RO ER R S o W N R
& g (Sanction Policy ) | 22~ 3 Fan k AiB (Fap M e AR 2 2 2 T F
W kx4 % B 454 (Information System Activity Review ) | %% -
(2) @ T#yink § + B (Assigned Security Respondibility ) ; ***p] 2% %7 i
HIPAA £ R BI 5 & £ R MM 4 d 2 T4 24 §/F /L
(Security Official ) » &k RA[L7F * FZHEP 15 £ 2 ~ /G P IR
(3) TH 2% 2 (Workforce Security ), **& 7 F-4# 41 #1 B 1 2 F
FAMMER $F A REEA Y ¢ TERAIATR
( Authorization and/or Supervison) | *® T § 1 2 & & 42 % ( Workforce
Clearance Procedure)J 27 T4g g 4z A (Termination Procedure ) | *®
(4) TF3uErLE 2 (Information Acceess Management ) ; %08 4% £ 5 48 4%
1 gt e Mﬁ“‘? FERBEE Y s THETRUEY oBy
(Isolating Healthcare Clearlnghouse Functions ) ; 3% ~ Mg r24248 ( Access
Authorization ) | 3 « T 4 232 = 2 B % ( Access Establishment and
Modification ) ; 3% -
(5) % »znakerig (Security Awareness and Training) | 3P 2 % ¥ i @ 1%
R R LR 2R RO Y e a4 2 R
FZ ( Security Reminder) ;37 & % #c#% = »~ # &+ (Protection from Malicious

Software) | 3® T % » & 4=

Management ) ; 3/

(6) "% >% *Aa24 A (Security Incident Procedure ) 3% »
> & T wdR 2 & 45 (Response and Reporting ) | 1%+ 139

290
291
292
293
294
295
296
297
298
299
300

302
303
304
305
306
307
308
309

45 C.F.R.164.308(a)(1)(ii)(A).
45 C.F.R.164.308(a)(1)(ii)(B).
45 C.F.R.164.308(a)(1)(ii)(C).
45 C.F.R.164.308(a)(1)(ii)(D).

45 C.F.R.164.308(a)(2).
45 C.F.R.164.308(a)(3)(i).

45 C.F.R.164.308(a)(3)(ii)(A).
45 C.F.R.164.308(a)(3)(ii)(B).
45 C.F.R.164.308(a)(3)(ii)(C).

45 C.F.R.164.308(a)(4)(i).

45 C.F.R.164.308(a)(4)(ii)(A).
45 C.F.R.164.308(a)(4)(ii)(B).
45 C.F.R.164.308(a)(4)(ii)(C).

45 C.F.R.164.308(a)(5)(i).
45 C.F.R.164.308(a)(5)(i)(A).
45 C.F.R.164.308(a)(5)(i)(B).
45 C.F.R.164.308(a)(5)(i)(C).
45 C.F.R.164.308(a)(5)(i)(D).
45 C.F.R.164.308(a)(6)(i).
45 C.F.R.164.308(a)(6)(ii).

¥ (Log-in Monitoring ) | ¥®¢r T % 78 % 5
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(7) T&m%:% (Contingency Plan) 3%, 1 & § &2+ 4= £ 442
X LA GRS AR RERET R R e B e BT F
#L % >3~ % (Data Backup Plan) 3T & 2 42 & 3+ % ( Disaster Recovery Plan) |
82 M 2 o (£ ¥3-4 (Emergency Mode Operation Plan) | 33 T jpj2x 2
i & 425 (Testing and Revision Procedure) ™ T i # g2 F4la & 24 47
( Applications and Data Criticality Analysis)J 3,
(8) T:=# (Evaluation) *°p TFRIEBR N ITE L gueg v oo B
AN R S & prﬁsr & ﬁfﬂ} FTR AR AT ES R T
A S - A
9) "T¥£53 £ E 2 2 N Ap B +1( Business Associate Contracts and Other
Arrangement) ; 1o B E B RBASHET A G E AR § 23 5 KBRS
o FROH 2 ARG MR R L T 2 R
BB ZEE T3 e TN 4p 4] £ (Written Contracts or Other
Arrangement ) #c 12 1%@5‘—1 °

2. %=X >+ (Physical Safeguards)

(1) Tz &d 34 (Facility Access Control) ; *°4 & /& i %+ F o T3
wwﬁvf4§Lﬂ%ﬂ’ﬂﬁé%?%%ﬁ¢é‘ﬁﬁ?ﬂ%@~?&i
2 %4 (Contigency Plan) | *° ~ iy fAp B2k 5 2 Fau il 2405 12 0
EU{U% =2 [ws% 2344 (Facility Security Plan) 320 PR LB
B EHFRE E 2 T E i 2 i (Access Control and
Validation ) | 32~ ar20 25 @ ig 218 B £ 42 T % % & & ( Maintenance
Records ) | 3% -
(2) M1 fezhz i % (Workstation Use) | 3BRI»t & 1 iTsh2 TR ~ # i &

(3) T3 ivxb2 % > (Workstation Security ) | 2B+t & 1 iFxh2 @ HE 2

310
311
312
313
314
315
316
317
318
319
320
321
322
323
324

45 C.F.R.164.308(a)(7)(i).

45 C.F.R.164.308(a)(7)(i)(A).
45 C.F.R.164.308(a)(7)(i)(B).
45 C.F.R.164.308(a)(7)(i)(C).
45 C.F.R.164.308(a)(7)(i)(D).
45 C.F.R.164.308(a)(7)(i)(E).
45 C.F.R.164.308(a)(8)(i).

45 C.F.R.164.308(b)(1).

45 C.F.R.164.310(a)(1).

45 C.F.R.164.310(a)(2)(i).

45 C.F.R.164.310(a)(2)(ii).
45 C.F.R.164.310(a)(2)(iii).
45 C.F.R.164.310(a)(2)(iv).
45 C.F.R.164.310(b).

45 C.F.R.164.310(c).
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(4) Tk Ex a2 # 4 (Device and Media Control ) | 8] & 42 4p B 7 31 2

Pk 2 AT RS B AT P T R (DlsposaI)J 326 tﬁltﬁ? A2 EAE
#* 2 Ty A48 (Medica Reuse) | 3~ sedn bl R B2k & 214 h 2 { $22
fF 4 sz TR F (Accountability) %%~z TE A2 # (> 4% (Data
Backup and Storage) 29,

3. BpF% >+ (Technical Safeguards)

(1) " HB-#4ri4) (Access Control), %2 p chf 5 1 FE ki g 3BT 3
%g:}/%?g hRF BT 4 o e T & sy 4 ((Unique User
Indentification ) ; %" ~ 5 #rkfFin T 2 T & s P4zs (Emergency Access
Procedure) , 32~ ok 8 A ZARAT kA A B ) (Automatic Logoff)J By
T T pfay (Encryptlon and Decryptlon)J

() &y %;ﬁﬁt (Audit Controls); > » Bl 85 & f8 3% % & &7 5
FRFR P SMB LA
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