Rpuicx EFAfE &
Department of Computer Science
National Chengchi University

R L

Master’s Thesis

AR EFLLIRE AR

An E-Voting System based on Oblivious Signatures

P EAR-FE- D

January 2011



H 2ARLg KX = 5 &/, 7 - 2 s
Zﬁ’;: ’}’3—7]5?’9&'_3.7\ o 7‘3;21,1‘: SU

An E-\Voting System based on Oblivious Signatures

Foyo4 g Student : YUAN SHUN CHEN

R B Advisor : RAY LIN TSO

B stie~ &
AP
AL m =

A Thesis
submitted to Department of Computer Science
National Chengchi University
in partial fulfillment of the Requirements
for the degree of
Master
in
Computer Science

P EAR-FE- D

January 2011



(w
&3
4
b
s
<

BEHA R T

(&Y

BT E R LHH FIRRS BT AT HE Ak
BRAARE o - BRFDORTFIHRE ASGB R BIAAARE P kA
oo i LW AR ARG NG f F R F PP R Bt A

B OTER . BRREE LA R ERPFARE R A B X AR

—

5
2
‘3\
é‘

PRE AL G TR ST R R g R AaE s L

A“.d
\m
g
>
e

&
N

R

PR AL E R TR RAT R RSB AE S R - B

LA B R T T RE 4

MeEm : a &% - %8

%
=5

4
W
e
R
w
A%
2%
#
%
A
.



An E-Voting System based on Oblivious Signatures

Abstract

Electronic voting systems have been widely investigated in recent years since
they are very convenient for voters. Many countries have begun to implement
electronic voting system to replace the traditional voting system. In order to
replace the traditional voting system, an e-voting system must satisfy all the
security requirements of those in a traditional voting system. Those security
requirements are, firstly, to have a sound mechanism to protect a voter’s
privacy, and to ensure that the identity of a voter or the content of a ballot will
not be leaked to others. Moreover, it must maintain the integrity, verifiability
and fairness during the entire voting process. To keep the system stable during
the voting process is also an important factor that must be considered.

This thesis is a research on designing a secure electronic voting system. Based
on some existing electronic voting systems, we design an improved system to
enhance the privacy protection of voters on one hand and to reduce the loading
of voters on the other hand. In detail, our scheme is modified from the existing
e-voting system of Estonian state, and we proposed an improved e-voting

system which uses the oblivious signatures as a building block.

Keywords: Blind Signature, Cryptography, Electronic Voting, Information

Security, Oblivious Signatures.
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- Encryption algorithm Decryption algorithm Plaintext
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oo *pFEFHABNERSER oA PRTEH T AR % 7 & o4& (Public Key) s

)

REFOLFE  BRIPEDRY Y QI G EFOFE REETH A2 FR

B BB B BiRE A 0 LR IIE Rk

% D. Chaum #r#& 1= j2 @ 3 7 B FF £~ %] 5 Initializing phase ~ Blinding phase -

Signing phase ~ Unblinding phase ~ Verifying phase :

- ~ Initializing phase :

ERFIPEDSS BRAMNFTEPILFEn=p-q% ¢(n)=(p-1)(q-2)
FiEPA i~ eofice,d # ¢ ed =1(mod¢(n)) £ ged(e, #(n)) =1-R] (e,n)
SEREONG oA dEER PP R R EMEN)IF A p e
¥ % (p.q.d) -

= ~ Blinding phase :

%ﬁ‘\ﬁﬁ* - BamAim o Téz‘%i{”ﬁ*i g 4 T E R s (F o —gi%j\iﬁ
P E - By FELR FAF O A L mp o

m =r®-h(mmodn » i #m Bi% 5§ 4 -

Jir

~ Signing phase :

K ' > Y ' d Ly 24 2. . N
® & Im o3+ 5s =m modn Rz w BEF R

AR

s
[

2 ~ Unblinding phase :

1 %?j"\;ﬁ“]iqul%; »2+Es=s .-r'modn - PG REFRH EFs -

=g

~ Verifying phase :
imeng R o TR AT NFEKR A ST =h(mmodn £.F & = ks & F

J‘_L_,pg’f_,t}_e
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(n=p-q \

User A Signer B $(n) = (p—1)(g—1)
(e,n) pk:(e,n);sk:d ed =1mod(¢(n))
m =r®-h(mymod :: ’ (p.q.d) ged(e,g(n)) =1
B m pk:(e,n)

. d sk:d
. s =m modn . _/
) s —

Get signature Computes

s = h(m)modn

s=5 - 'modn

To verify

A N S

=
EX
w
&3
4
-t
iy

322 T3HHKER
ficks & 3 (oblivious signature) £_% + # 3 - 484731 &4 L. Chen[5] & 1994 & 1
Fedicho w[5]7 > L.Chen Rk & 4 53 53 > & - L% nd 24 (keys)

kTR ER 0 B AT n B L (messages) kK THWE F -

rE >

 — J5472] 9% 3 (rotocol & 12 3 % 3 (group signature)[4] 73 1€ » # %t ¥ 4

n %% ¢ Signer S1, S2, ..., Sn (¢ - BEFFFF n + 7 ki key);?ii:]%%%

' 2

R @iwe 284 g3 awh-J key T § 05 a o g 3] il &

=
il p
'E_—E}'J{*%i’ﬁ R'V_’J‘I:"T'iﬁ)? i+ 7 d gi—iﬁﬁvm— P key gvg—_;—’ryo—r‘i A b A ek
- ~d R4 key ® $+:£ H ¥ — Js key k¥ message & % » F]} R¥ #1|& B

Z G ?é‘;ﬁvé'ﬁ;iﬁﬁ?ﬁé A gt key iﬁ v s @ EFS N EUR— o key ¥
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wR.Tso ¥ 4 e 2¢ @ 77w 3 4w 5 System Setting ~ Key Generation
Signature Generation ~ Signature Verification :
- ~ System Setting :
1. pq:aBEis o ql(p-1) -

2. g,h B Z, % 40k ek (order) g -

3. H:{0L}y —»Z;: .8 st S dk(one way hash function) -

= ~ Key Generation :
FEE SER- JEXxeZ FFH Yy g ' modp - X LS infdfga y DR

w SENo 4 e

= -~ Signature Generation :

%

BRELFRELFINERE SHEHme{m,.. M}t iEgo:
1L #%X45 RER-BjdkreZ, > 4 c=g'h'modp > Kis#ce n B
messagesm,,...,M, - 4@ L &% % S> m e{m,..m} -
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Application(VCA) -
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